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In the 21st century the online technology as 

updated with high performance and used 

widely by all users. In top five the Digital 

Banking Sector is also one which makes use of 

online  technology constantly such as NEFT, 

Googlepay, Phonepe etc. Though there are more 

usage of Online banking but still the cybercrime 

in the banking sector has been increasing over 

the years. As reported 50% of cybercrime is 

happened related to ATM, debit card and net 

banking. Banking sector is facing cyber attacks 

more times compared to other sectors. This 

paper view the cyber attacks in the banking 

sector and way of providing the cyber security 

to those attacks. 
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INTRODUCTION 
Cyber threats are attempts to destroy data in a computer 

network/system. These cyber threats are originated from various sources like 
websites or computer system. The main task of Cyber threats to target to an 
attempt to obtain sensitive information through online channels from may 
sectors. In many sectors the Digital Banking is affected by Cyber threats in more 
number. A cyber threat is any malicious act that attempts to gain access to a 
Digital Banking without authorization or permission from the Account holder. 
Where a security breach or customers of a major bank having money stolen 
from their accounts. In the year 2021, banks from all over the world have been 
hit by hackers. The main aim of cyber Security in Digital Banking is to provide 
safety measures to the user’s account digital money like debit cards and credit 
cards for transactions. 
 
THEORETICAL REVIEW 
 

 
Figure 1. Threats for Cyber security in Digital Banking 

 
1. Unencrypted Data 

It is a common threats faced in all digital banking where the data is left 
unencrypted( Unhidden), and those data was easily used by hackers or 
cybercriminals thereby creating severe issues in the digital banking.  
 

2. Malware 

Peer- to – Peer user devices does digital transaction hence it must be 
secured. This malware software does serious attacks in the digital banking 
by hacking the sensitive data which is passed through the network. 

 
3. Third Party Services 

Many banks and financial institutions use third-party services to serve their 
bank holders better. If the user shares their bank details such as ATM pin, 
CVV, OTP  to third party then there will be hacking of bank details. 
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4. Spoofing 
It is the newest forms of cyber threats faced by digital banking. The 
cybercriminals will simulate the Banking website’s URL which looks like the 
original Website and even functioning too. When any user enters his or her 
login Window that time the Bank details are stolen by criminals and use it 
later. 

 
5. Phishing 

It is the oldest and most popular cyber threats where it attempts to get 
sensitive information such as ATM PIN, CVV, OTP , Credit card/ debit card 
details etc through Email/ Phone call or SMS. 

Figure 2. Oscorp Malware Returns as an Android Botnet 
 
METHODOLOGY   

Though there are more usage of Online banking but still the cybercrime 
in the banking sector has been increasing over the years. As reported 50% of 
cybercrime is happened related to ATM, debit card and net banking. Banking 
sector is facing cyber attacks more times compared to other sectors. This paper 
view the cyber attacks in the banking sector and way of providing the cyber 
security to those attacks. A cyber threat is any malicious act that attempts to 
gain access to a Digital Banking without authorization or permission from the 
Account holder. Where a security breach or customers of a major bank having 
money stolen from their accounts. In the year 2021, banks from all over the 
world have been hit by hackers. The main aim of cyber Security in Digital 
Banking is to provide safety measures to the user’s account digital money like 
debit cards and credit cards for transactions. 
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RESULTS AND DISCUSSIONS 
 

Figure 3. Cases of Attack in Cyber Security in Digital Banking India in 2021 

 
Figure 4. Lack of Cyber Security in E-Banking 

 

 
Figure 5. Lack of Awareness 
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1. Lack of Awareness 
Most of people have low knowledge about cyber security methods to be 
implemented in the Digital Banking. 
 

2. Inadequate Budgets and Lack of Management 
The Cyber security is accorded low priority, this results to neglect in the 
budgets as well as Top management focus also remains low on Cyber 
security. 
 

3. Weak Identity and Access Management 
Identity and access management is known as basic element of cyber security 
but, when the identity and accessing is weak the hackers can easily access 
the bank account. 
 

4. Rise of Ransomware 
It is one of the most important tool.  Where a user critical data can be 
encrypted. So this method can be implemented to all system. 
 

5. Mobile Devices and Apps 
Most of the Apps are used for digital banking.  Hacker made mobile phones 
as attractive target to hacks the mobile phone banking transaction. Social 
Media:  Using the social media most of the hackers  exploiting in the digital 
banking. 
 

Cyber Security in E-Banking: 
1. Integrated Security 

As BFSI [Breath First Search Integrated] is the best technology highly 
regulated in Digital Banking to integrated security where all components 
work and communicate together is more beneficial with more security.  
 

2. Encrypted Data 
All Banking data that is stored on computers or online must be fully 
encrypted that means the details of Digital banking should be hidden or 
unreadable format. Hence those data cannot be stolen or use by the cyber 
criminals.  
 

3. Machine Learning and Big Data Analytics 
A new generation of analytical security where store access a huge number of 
real time bank data with more security. 
 

4. Understand the Importance of Security 
Make the mindset as security as a positive view and go through the risk of 
security threats and its impact must be analyzed to know the importance of 
the cyber security. 
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5. Protect Information 
Now a days the data can be stored either in different devices or in the cloud, 
hence those data will be protected with security. 
 

6. Consumer Awareness 
It is one of the important tool where all customers as get the knowledge of  
securities measures which can be implemented in the Digital Banking. 
 

7. Anti-malware Applications 
An anti-malware increase protection, it is the latest application that can 
potentially defeat the attacks related to digital banking.  

 
CONCLUSIONS AND RECOMMENDATIONS 

IT is become the backbone of the  Digital banking system. It provides a 
best support for the digital banking. Presently the digital banking sector where 
attacks by cyber crimes like, phishing, hacking, forgery, cheating etc. are 
committed. By ensuring authentication, identification and verification 
techniques the cyber crimes can be prevented. The weapons for cyber crime is  
Cyber Security which is used in digital banking as one of the best and 
important tool. With the growth of digitalization in the banking the threats or 
attacks from cyber criminals as became more to avoid that the cyber security 
awareness  and different cyber security techniques are used.   

In the 21st century the online technology as updated with high 
performance and used widely by all users. In top five the Digital Banking Sector 
is also one which makes use of online  technology constantly such as NEFT, 
Googlepay, Phonepe etc. Though there are more usage of Online banking but 
still the cybercrime in the banking sector has been increasing over the years. As 
reported 50% of cybercrime is happened related to ATM, debit card and net 
banking. Banking sector is facing cyber attacks more times compared to other 
sectors. This paper view the cyber attacks in the banking sector and way of 
providing the cyber security to those attacks. 

Cyber threats are attempts to destroy data in a computer 
network/system. These cyber threats are originated from various sources like 
websites or computer system. The main task of Cyber threats to target to an 
attempt to obtain sensitive information through online channels from may 
sectors. In many sectors the Digital Banking is affected by Cyber threats in more 
number. A cyber threat is any malicious act that attempts to gain access to a 
Digital Banking without authorization or permission from the Account holder. 
Where a security breach or customers of a major bank having money stolen 
from their accounts. In the year 2021, banks from all over the world have been 
hit by hackers. The main aim of cyber Security in Digital Banking is to provide 
safety measures to the user’s account digital money like debit cards and credit 
cards for transactions. 
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FURTHER STUDY 
 Though there are more usage of Online banking but still the cybercrime 
in the banking sector has been increasing over the years. As reported 50% of 
cybercrime is happened related to ATM, debit card and net banking. Banking 
sector is facing cyber attacks more times compared to other sectors. This paper 
view the cyber attacks in the banking sector and way of providing the cyber 
security to those attacks. A cyber threat is any malicious act that attempts to 
gain access to a Digital Banking without authorization or permission from the 
Account holder. Where a security breach or customers of a major bank having 
money stolen from their accounts. In the year 2021, banks from all over the 
world have been hit by hackers. The main aim of cyber Security in Digital 
Banking is to provide safety measures to the user’s account digital money like 
debit cards and credit cards for transactions. 
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