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INTRODUCTION

Artificial intelligence (Al) technology has undergone significant
development and is now applied across various sectors, including healthcare,
security, finance, and social media. In this context, Al serves as a tool to
enhance the efficiency and effectiveness of decision-making processes.
However, the application of this technology also raises serious concerns related
to human rights, particularly regarding privacy, equality, and freedom of
expression. For instance, in the healthcare sector, the use of Al can threaten
patient privacy if health data is not properly managed, potentially leading to
workplace discrimination and increased long-term healthcare costs (Price &
Cohen, 2019; C. Wang et al., 2022). Additionally, Al algorithms used in
recruitment processes can exacerbate discrimination issues if there is
insufficient human oversight, highlighting the importance of maintaining a
human factor in decision-making processes (Mariani & Lozada, 2023; Ore &
Sposato, 2021). Concerns over privacy are growing as Al systems collect
increasingly vast amounts of data. For example, in the education sector, the use
of Al can result in violations of student privacy if their data is not adequately
protected (Kamenskih, 2022; Sabharwal et al., 2023). Furthermore, the
implementation of regulations such as the General Data Protection Regulation
(GDPR) in Europe demonstrates that despite efforts to protect personal data,
many organizations remain unprepared to comply with such regulations,
potentially leading to privacy rights violations (Li et al., 2019). Therefore, it is
crucial to develop frameworks that not only comply with regulations but also
consider the ethical implications of Al usage, ensuring that this technology does
not infringe upon individuals' fundamental rights (Huriye, 2023; Radanliev &
Santos, 2023).

The use of artificial intelligence (Al) in various sectors, including
recruitment, law enforcement, and financial services, presents complex
challenges related to human rights. One of the main issues is the lack of
transparency in the algorithms used by AI systems, making it difficult to
understand how decisions are made and whether biases are embedded in these
processes. For instance, recruitment algorithms may reinforce discrimination
based on race or gender if there is insufficient oversight (Khair et al., 2020).
Research has shown that algorithms are often inaccessible or difficult to
comprehend, creating challenges in accountability and responsibility for
decisions made (Huriye, 2023). This underscores the need for stricter
regulations to ensure that Al-driven decisions do not harm specific individuals
or groups (Mardiani et al., 2023). Moreover, Al can increase the risk of privacy
violations through the mass collection and processing of data. Many Al systems
collect data without clear consent from individuals, potentially resulting in
breaches of privacy rights (Unver & Asan, 2022). In this context, it is essential to
implement policies that protect personal data and ensure that individuals
maintain control over their information (Kiseleva et al.,, 2022). Research
indicates that transparency in data collection and usage is crucial in building
public trust in Al technologies (Basereh et al., 2021). Therefore, the development
of regulatory frameworks governing the use of Al must include transparency
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and accountability aspects to safeguard individual rights (Upadhyay et al.,
2023).

On the other hand, the use of Al in content moderation on social media
also presents challenges regarding freedom of expression. Algorithms used to
filter content are often overly aggressive, which can lead to the removal of
legitimate content and restrict freedom of speech (Jiang et al., 2020). Research
suggests that Al-based content moderation systems can exacerbate issues of
bias and injustice, making it crucial to involve human oversight in the
moderation process to ensure more equitable and accountable decisions
(Diakopoulos, 2020). Therefore, a balanced approach is needed between the use
of Al technology and the protection of human rights, with comprehensive
regulations to ensure that Al implementation does not harm society at large
(Mtller et al., 2021). Although various efforts have been made to regulate the
use of artificial intelligence (Al), current regulations remain insufficient to
comprehensively protect human rights. In Europe, data protection laws like the
General Data Protection Regulation (GDPR) have provided an essential
foundation for individual privacy, but the enforcement of these regulations
often struggles to keep pace with the rapid advancements in Al technology
(Mészéros et al., 2022; Milossi et al., 2021). While the GDPR offers an important
legal framework, challenges in its application and enforcement across different
countries continue to pose significant barriers to protecting individual rights
(Brown, 2022; J. Wang et al., 2023). Furthermore, many countries still lack
equivalent regulations, creating a gap in human rights protection on a global
scale (Hoseini, 2023).

LITERATURE REVIEW

The relationship between algorithms and human rights has been widely
discussed in recent literature, particularly as Al systems play a growing role in
decision-making processes that impact individual rights. Scholars such as Cathy
O'Neil (2017) in Weapons of Math Destruction highlights how biased algorithms
can perpetuate inequality, posing a threat to fundamental rights like privacy,
non-discrimination, and equality. Similarly, Frank Pasquale (2015) in The Black
Box Society emphasizes the lack of transparency in Al decision-making, which
undermines accountability and fairness. The GDPR (General Data Protection
Regulation), particularly its provision for algorithmic transparency, has become
a key legal framework for mitigating these risks, allowing individuals to better
understand and challenge Al-driven decisions.

The research is grounded in human rights theory, which emphasizes the
protection of human dignity, equality, and freedom, as articulated by theorists
such as Jack Donnelly (2013). This theoretical perspective supports the
argument that Al systems must uphold universal human rights principles and
be subject to legal and ethical scrutiny. By linking these theories with regulatory
frameworks like the GDPR, the study investigates how transparency and
accountability in Al can safeguard fundamental rights while fostering fairer
outcomes.
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METHODOLOGY

The research method employs an inductive approach, utilizing techniques
derived from grounded theory (Wolfswinkel et al., 2013) based on a theory-
driven literature review. The process follows five steps: (1) Defining the scope
of the review, (2) Searching the literature, (3) Selecting a sample, (4) Analyzing
the data, and (5) Presenting the results of the compiled articles. The researcher
conducted searches using various queries in online libraries to gain an initial
understanding of the relevant literature from multiple disciplines.

RESEARCH RESULT
Human Rights Algorithm Transparency and Accountability

Algorithm transparency in Al technology is increasingly recognized as a
fundamental principle that ensures the processes, decisions, and operational
mechanisms of Al systems are comprehensible to various stakeholders,
including wusers, regulators, and society at large. This transparency is
particularly vital in the context of human rights, as it serves to mitigate the risks
of unfair treatment and violations of individual rights that can arise from
opaque algorithmic decision-making. Moreover, transparency in Al systems
fosters trust among users and the broader society. When individuals know how
algorithms function and the criteria they use for decision-making, they are more
likely to trust these systems. This trust is crucial for accepting and integrating
Al technologies in various sectors, including healthcare, finance, and law
enforcement, where the stakes are particularly high. The ability to scrutinize
algorithms can also empower users to challenge decisions they perceive as
unjust, reinforcing their rights and agency (Rodrigues, 2020). Al transparency
can be divided into three main levels: 1) algorithmic transparency, 2) interaction
transparency, and 3) social transparency (see Figure 1). These three aspects
provide an overarching view of how Al systems can be understood and
accounted for at various levels. Although each level is seen as a distinct
dimension, they are interconnected and work together to realize transparency
in Al use (Haresamudram et al.,, 2023). Algorithmic transparency refers to
transparency within the Al system itself, specifically how the algorithm works.
It involves understanding the logic, models, and data used by the algorithm to
make decisions. Algorithmic transparency is essential to avoid potential bias
and discrimination in Al systems, as well as enable external audits that can test
the fairness and accuracy of the models used. However, understanding how
algorithms work can be challenging as some Al models, especially those based
on deep learning, are very complex and are often perceived as black boxes.
Interaction transparency relates to transparency in the relationship between Al
and its users. This includes how information about the Al system is conveyed to
the user, as well as how the user can understand, interact with, and even
influence the output produced by the Al Social transparency then involves the
relationship between Al and society as a whole. This includes the social and
ethical impacts of using Al, as well as how Al is received and understood by the
public. Social transparency ensures that Al is not only understood by experts or
specific users, but also by the wider society affected by its use.
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Figure 1. Three Levels of Al Transparency (Haresamudram et al., 2023)

These three levels of transparency algorithmic, interactional, and social,
cannot be seen as separate elements. Instead, they are interdependent and work
together to form the overarching transparency of Al For example, while
algorithmic transparency is important to explain how AI works, without
sufficient interaction transparency, users may not be able to understand or use
the information. Similarly, social transparency ensures that society and
regulation are able to monitor Al, but to do so, they need strong algorithmic
and interactional transparency (Haresamudram et al., 2023). The necessity for
algorithm transparency is underscored by the potential for Al systems to
perpetuate biases and discrimination if their workings remain hidden. Liu
highlights that the perceived legitimacy of algorithmic decision-making is
significantly enhanced when transparency is prioritized, allowing users to
understand how decisions are made and fostering trust in these systems (Liu &
Luo, 2023). This trust is essential for the acceptance and integration of Al
technologies across various sectors, including healthcare and law enforcement,
where the implications of algorithmic decisions can be profound (Arrieta et al.,
2020). Furthermore, Goad and Gal emphasize that transparency not only
enhances the legitimacy of algorithmic systems but also promotes public trust,
which is vital for the effective functioning of these technologies in society (Goad
& Gal, 2018). Moreover, regulatory frameworks increasingly emphasize the
need for transparency in Al systems. Mc Gregor et al. argue that existing
approaches to algorithmic accountability, such as transparency, provide a
foundational baseline but are insufficient to fully address the potential harm to
human rights caused by algorithmic decision-making (Mc Gregor et al., 2019).
To effectively safeguard human rights, a comprehensive framework that
encompasses the entire algorithmic life cycle from conception to deployment is
necessary (Mc Gregor et al., 2019). This regulatory approach not only protects
individuals but also encourages developers to prioritize ethical considerations
in their work, thereby aligning technological advancement with human rights
protections (Chatterjee & Sreenivasulu, 2021). In addition, the ethical
implications of Al systems are increasingly recognized as critical to their
deployment. Mittelstadt et al. note that the delegation of decisions to algorithms
can have severe consequences for individuals and groups, particularly when
gaps exist between the design and operation of these systems and our
understanding of their ethical implications (Mittelstadt et al., 2016). The call for
human-centered Al, as discussed by Riedl, emphasizes the importance of
designing algorithms with an awareness of their impact on humans, thereby
ensuring that these technologies serve human needs and uphold individual
rights (Riedl, 2019).
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The "black box" nature of many Al algorithms poses significant challenges
to transparency. As highlighted by Akinrinola, the complexity of Al systems
often obscures how decisions are made, leading to ethical dilemmas regarding
bias and accountability (Olatunji Akinrinola et al, 2024). This lack of
transparency can result in algorithmic decisions that perpetuate existing social
biases, thereby raising concerns about fairness and justice (Olatunji Akinrinola
et al.,, 2024). For instance, in the context of hiring practices, Al systems may
inadvertently favor certain demographics over others if the underlying
algorithms are not transparent and accountable (Du, 2024). This emphasizes the
need for clear guidelines and frameworks that mandate transparency in Al
systems to ensure that they operate fairly and justly. Moreover, the integration
of Al into various sectors necessitates a robust regulatory framework that
prioritizes transparency. The European Union's General Data Protection
Regulation (GDPR) aims to enhance transparency around algorithmic decision-
making, particularly by prohibiting the use of personal characteristics that
could lead to bias and discrimination (Lim & Taeihagh, 2019). However, as
noted by Lim and Taeihagh, there are gaps in the GDPR's provisions regarding
the right to an explanation for automated decisions, indicating that further
refinement is needed to ensure meaningful transparency (Lim & Taeihagh,
2019). This regulatory approach not only protects individual rights but also
fosters trust in Al systems, as users are more likely to accept technologies that
they understand and can scrutinize (Haresamudram et al., 2023).

The phenomenon of algorithmic bias is well-documented in the literature.
For instance, Obermeyer et al. identified significant racial bias in a widely used
healthcare algorithm, which misclassified Black patients as lower risk based on
cost data, thereby disadvantaging them in terms of healthcare access (Mc Call et
al., 2022). his example illustrates how biases can be embedded in algorithms,
often reflecting historical inequities present in the training datasets.
Transparency in algorithms can help identify such biases, allowing for
corrective measures to be implemented before these systems are deployed in
high-stakes environments. Moreover, the concept of transparency extends
beyond mere visibility of the algorithm's workings; it encompasses the ability to
understand and interpret the decisions made by these systems. Giunchiglia
emphasizes that achieving algorithmic transparency is complicated by inherent
"bias blind spots" that individuals may possess, which can obscure their
awareness of the biases influencing their perceptions and behaviors
(Giunchiglia et al., 2021). This highlights the need for comprehensive reporting
guidelines that not only promote transparency but also explicitly address
fairness and equity in algorithmic decision-making (Chin et al., 2023).
Stakeholders can work towards more equitable outcomes by fostering an
environment where biases can be identified and addressed. The ethical
implications of algorithmic transparency are profound, particularly in public
sector decision-making. Veale et al. argue that transparency is essential for
ensuring accountability in high-stakes decisions, as it allows stakeholders to
scrutinize the criteria and processes used by algorithms (Veale et al., 2018). By
establishing clear standards for transparency, organizations can better align
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algorithmic decisions with societal values, thereby promoting fairness and
accountability in their operations.

Al's impact on privacy is multifaceted, particularly in sectors such as
recruitment and journalism. In recruitment, the use of Al and algorithms can
lead to adverse discrimination if not carefully monitored, who advocate for
maintaining human oversight to safeguard human rights and privacy (Mariani
& Lozada, 2023). Similarly, journalists express concerns about Al's potential to
misuse data and violate user privacy, emphasizing the need for ethical
standards in Al applications within journalism (Al-Zoubi et al., 2024). These
findings underscore the necessity for transparency in Al systems to ensure that
individuals are informed about how their data is utilized, thus preserving their
privacy rights. Moreover, the integration of Al into various domains raises
ethical implications that directly affect privacy. For instance, the deployment of
emotion Al in workplaces has been perceived as a significant intrusion into
personal privacy, as it often involves the collection of sensitive emotional data
without adequate consent or transparency (Roemmich, 2023). This intrusion can
breach the contextual norms governing emotional information, thereby
compromising employees' rights to privacy. Furthermore, the use of Al in
healthcare has been linked to privacy violations due to extensive data collection
practices that often occur without clear user consent (Naik et al., 2022;
Williamson & Prybutok, 2024). The Cambridge Analytica scandal serves as a
stark reminder of the risks associated with Al and big data, highlighting the
urgent need for robust privacy protections and regulatory frameworks (Huang
et al., 2024). To address these challenges, various strategies have been proposed.
Techniques such as differential privacy and federated learning are being
explored to enhance privacy preservation in Al applications (Surendranadha et
al., 2020; Zhu et al., 2022). These methods aim to protect individual data while
still allowing for the benefits of Al-driven insights. Additionally, the
implementation of comprehensive legal frameworks, such as the General Data
Protection Regulation (GDPR), is essential for ensuring that Al systems operate
within ethical boundaries that respect individual privacy rights (HOXHA] et al.,
2023; Milossi et al., 2021). The ongoing discourse surrounding Al and human
rights emphasizes the importance of adapting existing legal protections to the
realities of Al technologies, ensuring that privacy rights are upheld in the face
of rapid technological advancements (Leite et al., 2023; Spadina, 2023).

Algorithm Openness Policy as Human Rights Protection

The right to transparency in algorithmic decision-making is increasingly
recognized as a fundamental aspect of safeguarding individual rights,
particularly in the context of artificial intelligence (Al). Regulatory frameworks,
such as the General Data Protection Regulation (GDPR) in the European Union,
exemplify efforts to ensure that individuals are informed about how automated
decisions affect them. The GDPR mandates that companies disclose the logic
behind automated decisions and provide individuals with the necessary
information to understand these processes, thereby promoting accountability
and preventing potential abuses (Bernal & Mazo, 2022). Such regulations are
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essential for fostering trust in Al systems and ensuring that users can exercise
their rights effectively. Transparency in Al is not merely a regulatory
requirement but also a moral imperative that aligns with the principle of
explainability. This principle necessitates that organizations using Al systems
articulate, in comprehensible terms, how their algorithms function and the
factors influencing their decision-making processes. Transparency in Al is not
merely a regulatory requirement but also a moral imperative that aligns with
the principle of explainability. This principle necessitates that organizations
using Al systems articulate, in comprehensible terms, how their algorithms
function and the factors influencing their decision-making processes
(Haresamudram et al., 2023). By doing so, organizations can minimize the risk
of human rights violations and enhance user confidence in Al technologies. For
instance, in healthcare, the lack of transparency regarding Al-driven decisions
can lead to significant risks, as patients may not fully understand how their
medical data is being used or how decisions affecting their care are made
(Kiseleva et al., 2022; Lennartz et al., 2021). This highlights the critical need for
transparency to ensure that Al applications do not compromise patient safety or
autonomy.

Moreover, the concept of transparency can be categorized into different
levels, including prospective and retrospective transparency. Prospective
transparency involves providing information about how Al systems operate
before decisions are made, while retrospective transparency focuses on post hoc
explanations of decisions (Felzmann et al., 2019). Both forms of transparency are
vital for establishing accountability in Al systems, as they allow stakeholders to
scrutinize the decision-making processes and hold organizations accountable
for their actions. This dual approach is particularly relevant in sectors like
education and healthcare, where the implications of Al decisions can
significantly impact individuals' lives (Chaudhry et al., 2022; Upadhyay et al.,
2023). The ethical implications of transparency in Al extend beyond mere
compliance with regulations. They encompass broader societal concerns
regarding trust, fairness, and accountability. For example, studies have shown
that higher levels of transparency in Al systems correlate with increased trust
among users, which is crucial for fostering a positive relationship between
humans and AI (Yu et al., 2023). Conversely, opacity in Al decision-making can
lead to skepticism and resistance from users, undermining the potential benefits
of Al technologies (Femi Osasona et al., 2024). Therefore, organizations must
prioritize transparency not only as a legal obligation but also as a strategic
imperative to build trust and ensure ethical Al deployment.
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Design requirements
(socio-technical)

Figure 2. Hierarchical Relationship of Human Rights Values and Ethical
Principles in Al Design (Aizenberg & van den Hoven, 2020)

The figure above illustrates the hierarchical relationship between
fundamental human rights values and how they can be translated into more
specific ethical principles, which are relevant in the design and development of
artificial intelligence (Al) systems. This will be explained as follows:

a. The first tier begins with Dignity as a fundamental value that sits at the
top of the hierarchy and is the basis of all other human rights. Human
dignity is an inviolable value, which requires every individual to be
respected and treated properly in every aspect of life (Aizenberg & van
den Hoven, 2020). In the context of technology and artificial intelligence
(Al) systems, respect for human dignity must also be prioritized to
ensure that the development and application of technology does not
violate these fundamental rights. Dignity is widely recognized as the
foundational value that underpins all human rights, serving as the
cornerstone for ethical considerations in various domains, including
technology and artificial intelligence (Al) systems. The concept of human
dignity is inviolable, necessitating that every individual is respected and
treated with dignity in all aspects of life. This principle is particularly
crucial in the context of Al, where the development and application of
technology must align with respect for human dignity to prevent
violations of fundamental rights.

b. The concept of human dignity serves as the foundation for a hierarchy of
values that are essential for the protection and promotion of human
rights. Following dignity, four specific second-order values emerge:
Freedom, Equality, Solidarity, and Right to Life. Each of these values
plays a critical role in shaping a just society, particularly in the context of
technology and artificial intelligence (Al) (Aizenberg & van den Hoven,
2020). Freedom is defined as an individual's right to act according to
their own will, free from coercion or undue influence. This value is
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paramount in ensuring that individuals can make choices about their
lives without external pressures that could compromise their autonomy.
Aizenberg emphasizes that in the design of Al systems, it is crucial to
safeguard this freedom by ensuring that technologies do not manipulate
or constrain individual choices. Equality, as a second-order value, asserts
that every individual deserves fair treatment without discrimination.
This principle is particularly relevant in the development of Al systems,
where biases can inadvertently be encoded into algorithms, leading to
unequal outcomes for different groups. Aizenberg highlights the
necessity of implementing fairness measures in Al design to prevent
discrimination based on race, gender, or socioeconomic status. Solidarity
emphasizes the importance of mutual support among individuals and
groups, particularly regarding social welfare. In the context of Al, this
value calls for the development of technologies that foster community
engagement and cooperation. Aizenberg notes that Al can be harnessed
to enhance social welfare initiatives, such as healthcare and education, by
facilitating collaboration and resource sharing among communities. The
Right to Life guarantees that every individual has the right to a safe and
decent life. This value is critical in the context of Al, especially as
technologies increasingly influence various aspects of daily life,
including safety and security. Aizenberg argues that Al systems must be
designed with a focus on protecting individuals' rights to life and safety,
ensuring that technologies do not pose risks to users. In summary, the
second-order values of Freedom, Equality, Solidarity, and Right to Life
are integral to the framework of human rights in the context of Al. By
prioritizing these values, stakeholders can work towards developing
technologies that respect human dignity and promote a just and
equitable society.

The transition from second-order values to third-order values in the
context of technology and Al ethics is crucial for ensuring that the
principles of human dignity, freedom, equality, solidarity, and the right
to life are effectively operationalized. These third-order values Non-
discrimination, Privacy, Transparency, and Security are concrete and
directly applicable to the design and implementation of Al systems
(Aizenberg & van den Hoven, 2020). Non-discrimination is a
fundamental third-order value that mandates Al systems to operate
without bias against individuals based on characteristics such as race,
gender, or social status. Aizenberg emphasizes that the ethical design of
Al must include mechanisms to identify and mitigate biases that can lead
to discriminatory outcomes. Privacy is another essential third-order
value that safeguards personal data, thereby supporting both freedom
and equality. Individuals must have control over their personal
information, which is increasingly at risk in an era of pervasive data
collection and surveillance. Aizenberg argues that privacy protections
are vital in maintaining individual autonomy and preventing misuse of
data by Al systems. Transparency is critical for fostering both freedom
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and solidarity within AI systems. This value demands openness
regarding how Al technologies operate, including the decision-making
processes and data usage. Aizenberg highlights that transparency is
essential for accountability, allowing users to understand how their data
is being utilized and how decisions that affect their lives are made.
Security, as a third-order value, focuses on protecting users' physical and
digital safety from potential threats posed by Al systems. Aizenberg
points out that ensuring security is paramount in the design of Al,
particularly as these technologies are integrated into critical
infrastructure and daily life. This includes safeguarding against cyber
threats, data breaches, and the misuse of Al in harmful ways. By
prioritizing security, developers can help create a safe environment
where individuals can engage with Al technologies without fear of harm.
. Once the values of Non-discrimination, Privacy, Transparency, and
Security are identified, the subsequent step involves translating these
values into context-dependent specifications and socio-technical design
requirements. This process is crucial for ensuring that the ethical
principles guiding AI development are effectively integrated into
practical applications. Context-dependent specifications recognize that
the application of these values is not uniform; rather, it varies
significantly based on the specific social, cultural, and technical contexts
in which Al systems are deployed. Aizenberg emphasizes that
understanding the unique characteristics of each context is vital for
ensuring that the implementation of values like Non-discrimination and
Privacy is relevant and effective (Aizenberg & van den Hoven, 2020). In
addition to context-dependent specifications, socio-technical design
requirements play a critical role in operationalizing these normative
values into actionable guidelines for AI system design. These
requirements bridge the gap between ethical principles and technical
implementation, ensuring that Al systems are not only technically sound
but also aligned with human rights considerations. Aizenberg highlights
the importance of translating values into specific design criteria that can
guide developers in creating systems that respect user rights and
promote social good. Moreover, the integration of socio-technical design
requirements requires collaboration among various stakeholders,
including technologists, ethicists, policymakers, and community
representatives. Aizenberg advocates for a multidisciplinary approach to
Al design, where diverse perspectives are considered to create systems
that are not only technically proficient but also socially responsible
(Aizenberg & van den Hoven, 2020). This collaborative effort can help
ensure that the design of Al systems reflects the values and needs of the
communities they serve, ultimately leading to more equitable and just
technological outcomes.
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DISCUSSION

The research reveals that algorithm transparency is critical for protecting
human rights, especially in the context of Al systems. Regulations like the
GDPR provide a framework for ensuring that Al-driven decisions are
transparent and accountable, allowing individuals to understand and challenge
outcomes that may infringe on their rights. The distinction between prospective
transparency (clarifying how algorithms are expected to work) and
retrospective transparency (allowing scrutiny of past decisions) emerges as a
key finding. These mechanisms help mitigate risks such as bias, discrimination,
and privacy violations, ensuring that Al technologies align with ethical
standards.

Additionally, the research emphasizes the importance of embedding
fundamental human values —such as dignity, freedom, and equality —into the
development of Al systems. While legal frameworks provide necessary
oversight, ethical considerations must also drive the design and deployment of
Al Collaboration between policymakers, developers, and society is essential to
ensure that Al systems are not only technically sound but also socially
responsible, promoting fairness and inclusivity in their application.

CONCLUSIONS AND RECOMMENDATIONS

Algorithm transparency is essential for protecting human rights in today's
advanced technological era. Regulations like the GDPR provide a legal
framework that supports transparency and accountability, while a deep
understanding of algorithms can help mitigate the risks of violating individual
rights. Implementing ethical principles rooted in fundamental values such as
dignity, freedom, equality, solidarity, and the right to life is crucial in the
development of Al systems. To achieve this goal, the application of these values
in specific contexts, along with relevant socio-technical design requirements, is
vital. Collaboration among developers, policymakers, and the community will
ensure that Al systems are not only technically advanced but also socially
responsible, thereby creating fairer and more sustainable outcomes for all
parties involved.

ADVANCED RESEARCH

However, this study also has several limitations. First, the analysis of
algorithm transparency often focuses on regulatory frameworks without
considering the social and cultural factors that may influence public acceptance
and understanding of Al technology. Second, there is a need for further studies
on the long-term impacts of algorithm transparency on human rights,
particularly within diverse sectors such as healthcare, education, and law
enforcement. Additionally, the technical challenges of implementing
transparency and reducing bias in algorithms still require more research to
develop practical and effective solutions. Finally, public involvement in the
development and application of Al technology has not been fully explored,
which could lead to injustice and dissatisfaction if community voices are not
taken into account. By identifying and addressing these shortcomings, future
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research can provide more comprehensive insights and effective strategies for
safeguarding human rights in the context of algorithms and Al technology.
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