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The rapid advancement of technology has had a 

significant impact on various sectors. Human 

resources are now required to develop technical 

and data-driven skills to support the adoption of 

technologies that connect devices for real-time 

data sharing, playing a crucial role in enhancing 

the efficiency and effectiveness of organizational 

operations. This research aims to analyze the role 

of the Internet of Things (IoT) on human resources 

in the Fourth Industrial Revolution (Industry 4.0). 

The research method employed is a literature 

review, gathering data from various academic 

sources such as journals, articles, books, and other 

relevant materials. The findings of this study 

indicate that the implementation of IoT can 

improve operational efficiency through real-time 

monitoring. Overall, IoT holds great potential for 

optimizing human resource management in the 

era of Industry 4.0; however, organizations must 

carefully manage the associated impacts. 
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INTRODUCTION  
The rapid development of technology has had a profound impact on 

various sectors, including the industrial sector. The current era of Industry 4.0 
aligns with rapid changes, digitalization, and the utilization of automation in 
machinery, enabling many companies to make decisions effectively and 
efficiently. This has allowed for optimized production processes and product 
development.  

Amidst these significant changes, human resources (HR) play a pivotal 
role in the successful adoption and utilization of technology within 
organizations. In the era of Industry 4.0, human resources are not only faced with 
organizational culture changes but are also expected to adapt to the demand for 
new, more technical, and data-driven skills. The role of HR now extends beyond 
managing employees, encompassing digital transformation management and the 
development of skills to address the emerging challenges associated with new 
technologies. 

Digitalization is inherently linked to the internet, which has become an 
essential need for modern society and has had far-reaching effects on daily life. 
With the open access to communication through internet networks, people are 
able to unite in both space and time, making geographical distance seem 
irrelevant. Over time, technology has been widely adopted and leveraged by 
industries to create opportunities and address challenges currently faced by 
employees. 

 
 

Figure 1. Number of IoT Industry Connections (in billions) 
Source: Personal Design 

 
The Internet of Things (IoT) has become an increasingly popular and 

widely discussed topic among its users, including organizations and businesses 
connected to technology. This technology is playing an increasingly important 
role in transforming human life and is having a significant impact on 
organizations and human resource management. 

The Internet of Things (IoT) is a transformative force that connects devices 
and physical systems, enabling the exchange and communication of data in real-
time. IoT has led to the development of applications in the industrial sector, 
including the use of IoT for room monitoring and management, early warning 
systems, and sensors connected to the IoT network that can monitor employee 
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health. Overall, IoT has become a breakthrough innovation in the industrial 
sector, as it enhances work efficiency and effectiveness. 

The main objective of this study is to understand and analyze the role of 
the Internet of Things (IoT) in human resource management within organizations 
in the rapidly advancing technological era. This research aims to help 
comprehend and describe the flow of connectivity intelligence in Industry 4.0 
and provide detailed information regarding the implementation of IoT and its 
impact on human resource functions and the competitiveness of digital business 
development. 

Based on previous research, there are indications of research gaps from 
studies that have been conducted, namely as follows:  

1. Research conducted by Rian Partido Situmorang (2024) states that IoT 
creates new jobs, especially in technology, data analysis, and 
cybersecurity. 

2. According to Suparjiman, et al (2023), mentioning that there are limited 
human resources who have skills and competencies in IoT is a challenge 
in HR management. 
In the research gap above, it can be seen the difference in the results of 

research conducted by previous researchers. 
 
THEORETICAL REVIEW 
Human Resources (HR) 

Human resources within an organization or company are considered the 
primary assets in achieving the goals of the organization. HR refers to productive 
individuals who play a crucial role as drivers in executing organizational 
activities. Human resources are both a science and an art that manages the 
relationships and roles of employees to achieve efficiency and effectiveness in 
supporting the goals of the organization, employees, and society (Rahawarin and 
Jumlad, 2022). Organizations that invest in HR development tend to have more 
competent, motivated employees who are prepared to face change (Ramadhani, 
M.A., et al., 2023). 
 
Organization 

An organization is a cohesive entity that is systematically coordinated, 
with defined boundaries that have been mutually agreed upon to achieve a 
specific goal. An organization can also be defined as a collection of systems that 
are interconnected to achieve a particular purpose or carry out its functions 
(Fithriyyah, 2021). It is the framework for the division of labor and 
communication among a group of individuals who hold specific positions and 
collaborate in an organized manner to achieve established objectives (Prof. Dr. 
Mr. Pradjudi Armosudiro, 2021). 
 
Industry 4.0 

The world has now entered the era of Industry 4.0, where technology has 
become an essential and inseparable part of everyday human life. Industry 4.0 
encompasses all aspects of production in the industry by integrating digital 
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technology and the internet with traditional industries. Industry 4.0 emphasizes 
speed and availability of information with six main pillars: artificial intelligence 
(AI), the Internet of Things (IoT), cloud computing, super apps, and broadband 
networks (Wijaya, 2023). 
 
Internet of Things (IoT) 

IoT technology has brought about a significant revolution in the industrial 
sector. The Internet of Things (IoT) is a concept in which an object has the ability 
to send data through a network without requiring direct interaction between 
humans or between humans and computer devices (Ishak, 2023). IoT consists of 
software, sensors, networks, and actuators that collect and transfer data. The 
utilization of IoT is essential to maximize the quality of organizations. 

Several key components within the Internet of Things (IoT) include: 
1. IoT Devices and Sensors 

IoT consists of web-enabled smart devices that utilize embedded 
systems. 

• Sensors and Communication Hardware: These are used to collect, 
transmit, and respond to data from the surrounding physical 
environment, such as temperature, humidity, motion, pressure, or 
air quality. 

• Processors: These are used to process data, control devices, manage 
connectivity, and ensure that devices function efficiently and 
securely. 

• Actuators: These convert data and signals from the system into 
physical actions that can be observed. With the ability to control 
various devices and systems automatically, actuators enable better 
automation, energy efficiency, and comfort in IoT applications. 

2. Connectivity 
IoT devices can communicate with each other through internet 

networks. These devices share sensor data by connecting to an IoT 
gateway, which acts as a central hub where IoT devices can send their 
data. Before sharing, the data can also be sent to edge devices where it is 
analyzed locally. 

• Wi-Fi: Used to connect IoT devices to the internet, enabling devices 
to access data or communicate with servers/cloud. 

• Bluetooth, especially BLE (Bluetooth Low Energy): Used for short-
range communication between devices with very low power 
consumption. 

• Zigbee: A mesh network protocol that allows devices to connect 
and communicate with each other, reducing reliance on a single 
central access point. 

• Near Field Communication (NFC): Allows data communication 
between devices within very close proximity, usually just a few 
centimeters. 

• Cellular Networks (4G, 5G): Used to connect IoT devices that are 
located far from Wi-Fi or local network sources. 
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3. Data Analysis 
Relevant data is used to identify patterns, provide 

recommendations, and detect potential issues before they escalate. 
Analyzing data locally reduces the amount of data sent to the cloud, which 
can help reduce bandwidth consumption. 

• Gateway: A device that connects sensors and IoT devices to a 
broader network. It can also perform local data processing before 
sending it to the cloud. 

• Edge Devices: Devices that bring data processing closer to the 
location of the sensors or devices, reducing latency and 
dependency on the cloud. 

4. User Interface (UI) 
User interfaces (UI) are widely used for managing IoT devices. 

Websites or mobile applications can serve as a UI to manage, control, and 
register smart devices. 

5. Communication Protocols 
Communication protocols in IoT govern how IoT devices interact, 

exchange data, and communicate with each other over a network. 

• MQTT (Message Queuing Telemetry Transport): A lightweight 
protocol commonly used in real-time applications and 
communication between IoT devices and servers. 

• CoAP (Constrained Application Protocol): A protocol for IoT 
devices with limited resources, highly efficient for applications 
requiring low power communication and bandwidth. 

• HTTP/HTTPS: Web-based protocols used for data communication 
between devices and cloud servers. 

 
METHODOLOGY   

This research is categorized as qualitative research, focusing on the role of 
IoT in Human Resources. The research method used is a literature study, which 
involves a series of processes including data collection from literature, reading, 
noting, and managing research materials (Saifudin, 2024). In this study, data is 
gathered from academic journals, scholarly writings, articles, and other sources 
relevant to the research topic. 

The initial stage involves the collection of information regarding the use 
of IoT in human resource management, the advantages and disadvantages of IoT 
implementation, and the implications for future HR management. Once the data 
is gathered from the literature, the next step is to systematically organize the data 
and conduct a descriptive analysis. This research emphasizes the importance of 
empirical observation, focusing on the collection and analysis of objective data 
based on the research aspects in accordance with the formulated problems. 
Subsequently, the data is presented and reviewed again to serve as the basis for 
drawing conclusions. 
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To clarify the research methodology, a framework has been developed 
that outlines the steps to be taken in this study. This framework serves as a series 
of flows and illustrations of the steps to be undertaken, which may influence the 
research outcomes. The framework used in this study is as follows: 
 

Identifying the Problem 

 

Analyzing the Problem 

 

Determining the Objective 

 

Reviewing the Literature 

 

Collecting Data 

 

Presentation and Verification of Data 

 

Drawing Conclusions 
 
RESULTS 

In this study, the researcher found several findings regarding the impact 
of the Internet of Things (IoT) on Human Resources. The use of online platforms 
and mobile applications connected to IoT has proven to improve efficiency in the 
employee recruitment process. Internet-connected devices make it easier for job 
candidates to access and submit applications, while companies can use data from 
IoT devices to monitor and evaluate candidates, including online activity, digital 
skills, and even digital footprints. 

IoT provides the ability to monitor employee performance within an 
organization in real time. Sensors and IoT devices can be used to collect data on 
productivity, working hours, and employee health. This data can be used by HR 
managers as a basis for making more informed decisions regarding employee 
development, performance evaluations, and wellness programs. Furthermore, 
IoT also impacts HR management by automating the use of connected devices 
and data-based systems to perform specific tasks. 

With increased automation, employees need to focus more on activities 
that are not easily done by machines, such as work that requires cognitive 
abilities. This shows that changes in the character, needs and culture of the 
Company in the future will civilize the role of the employee. Employees are no 
longer in an environment that puts them at risk, both physical and psychological 
risks. 
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In certain industries, IoT plays a role in enhancing workplace safety. 
Devices such as motion sensors, surveillance cameras, and temperature sensors 
can be installed to monitor the risk of workplace accidents and hazardous 
conditions, providing alerts or notifying managers if conditions are unsafe. 
Additionally, IoT can integrate data from time management systems with other 
devices to help organizations manage work schedules and employee 
performance. This technology enables organizations to optimize the allocation of 
human resources more efficiently. 

The Fourth Industrial Revolution is evidenced by the growth of industrial 
digitalization, supported by factors such as the expansion of connectivity and the 
emerging correlations between humans and machines. The great potential of 
Industry 4.0 arises from the interaction of humans and machines that are driven 
by a new generation of industrial robot collaboration, fast learning and 
sophisticated. Collaboration of human-machine interactions that make the 
system better than just focusing on humans with humans or machines with 
machines alone. According to Ansari, Erol and Sihn (2018), defining human-
machine interaction with the concept of mutual learning, which is a two-way 
process that causes a reciprocal, dependent exchange, action, or influence of 
human and machine collaboration, which gives birth to new concepts, enriches 
existing ones, or improves skills and abilities in relationships with each group. 
Technology actively contributes to mastering the elements within business 
operations. Various challenges arise from the processes and outcomes of 
implementing controls by individual companies. To maintain human resource 
performance, employees must possess both soft skills and hard skills that are 
essential to ensure they are not replaced by technology. 
 

Here are some impacts of IoT on human resource management: 
1. Better decision-making: By using data from IoT sensors, companies can 

monitor employee performance, productivity, and work quality in real 
time. This enables organizations to make more accurate decisions 
regarding resource allocation, training, and employee development 
programs. 

2. Cost reduction: IoT helps companies identify and reduce waste in HR 
operations. For instance, monitoring employee availability in real time can 
help organizations avoid overstaffing or understaffing, which can 
significantly save costs. 

3. Improved employee experience: IoT helps businesses monitor employee 
health and intervene early if issues arise. For example, by monitoring 
employee stress levels in real time, companies can offer targeted health 
programs to reduce stress and improve employee satisfaction. 

4. Faster decision-making: IoT data enables companies to make faster and 
more accurate decisions about various aspects of HR operations. For 
example, by monitoring employee availability in real time, organizations 
can quickly identify resource shortages and take necessary steps to 
address them. 
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5. More efficient work experience: IoT can help companies streamline their 
HR operations and make the employee work experience more efficient. 
For instance, by monitoring employee productivity in real time, 
organizations can identify areas where employees might be facing 
challenges and provide additional training or support. 

 
Overall, the Internet of Things holds great potential to transform the way 

companies manage their human resources. By collecting and analyzing data in 
real time, organizations can make better decisions, reduce waste, enhance 
employee well-being, and improve the overall work experience. 

In addition to the opportunities that have been described, challenges in 
managing Human Resources in the IoT era include limited labor with skills and 
competencies in IoT, changes in work patterns caused by IoT can affect HR 
performance and productivity. The complexity of IoT technology can make it 
difficult to manage human resources who do not have a technology background. 
Cyber security is also a challenge in managing HR in IoT, because every device 
connected to the internet is vulnerable to cyberattacks. In addition, it costs a lot 
of money to train and develop human resources who are competent in operating 
IoT. 

Based on the opportunities and challenges of IoT in the industry 4.0 era, it 
is necessary to re-skill and train human resources tailored to future needs and 
skills. Some steps that can be taken are as follows: 

1. Initiate a human resource management policy 
Germany, which is the leading country in facing the industrial 

revolution 4.0, is not only due to the readiness factor, but because 
Germany is the first country to adopt and open Education and training 
centers including pre-age 18 education, higher education and vocational 
training (Mayusda, 2018). This is a supporting aspect of HR readiness in 
the short and long term in facing this era. 

2. Re-skilling, re-education, and re-training programs 
Another obstacle in creating competent human resources is not only 

to recruit and develop the skills needed, but also to reduce the mismatch 
of job desks with employees. Re-skilling, re-education and re-training 
are very influential for jobs that require speed with technology. Not only 
that, education and training must fulfill various cognitive abilities, 
creativity levels and other skills relevant to the jobdesk. 

3. Education institution and industry partnerships 
Continuous training and professional development is another 

important factor in achieving Industry 4.0 goals, as it will significantly 
change the job profile and skills of human resources. As a result, 
partnerships between organizations, companies and educational 
institutions will be important in the future. Therefore, there is a need for 
open access to science and engineering studies, as well as more adequate 
capacity for knowledge transfer and skills aspects. In addition, it is also 
necessary to encourage innovation in the industrial sector through 
enhancing the capabilities of future resources. 
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CONCLUSIONS AND RECOMMENDATIONS 

The development of Industry 4.0 is an inevitable reality that must be faced 
wisely. Industry 4.0 presents significant opportunities, but it also brings 
challenges and risks that must be addressed. 

The Internet of Things (IoT) plays a critical role in the Fourth Industrial 
Revolution, particularly in the transformation of Human Resource (HR) 
management. By integrating IoT devices into HR operations, organizations can 
collect and analyze data in real-time, allowing for more informed decision-
making across various HR functions. Furthermore, by leveraging advanced 
technology, IoT helps organizations improve operational efficiency, employee 
well-being, safety, and human resource development. The use of IoT in HR also 
supports organizations in becoming more responsive to employee needs, thereby 
enhancing productivity and overall job satisfaction. However, IoT also presents 
challenges and risks that must be managed. Data security, employee privacy, and 
workplace culture changes are key concerns that require careful attention. 
Organizations need to ensure that IoT technology is implemented thoughtfully, 
with a focus on employee well-being and rights to avoid potential negative 
impacts. 

The rapid advancement of IoT within organizations requires employees to 
continuously develop technical skills, adapt to automation, understand data 
security principles, and maintain an open attitude toward change. By 
strengthening digital literacy, data analysis skills, and the ability to adapt to new 
technologies, employees can remain competitive and contribute to the success of 
organizations in the increasingly connected era of Industry 4.0. Although 
technology can enhance efficiency, the sophistication of continuously connected 
tools can also increase the risk of digital stress and burnout due to higher 
productivity expectations. Therefore, organizations must consider work-life 
balance factors and provide mental health support for employees as they 
navigate this fast-paced transformation. 
 
FURTHER STUDY 

 The limitations of this study only examine the role of IoT on Human 
Resources in the Industry 4.0 Era. Suggestions for future research are to be able 
to develop this research by adding other variables that might expand and deepen 
the study related to Human Resource Management with IoT, and can be 
developed using quantitative methods by digging up information directly on the 
organization.  
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