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Information warfare in the context of asymmetric 
warfare poses a significant challenge to social and 
political stability in the digital era. This study is 
motivated by advancements in information and 
communication technology that enable instant 
dissemination of information, creating 
opportunities for state and non-state actors to 
exploit social vulnerabilities through 
disinformation and propaganda. The objective of 
this research is to analyze information warfare 
strategies in asymmetric warfare and their impact 
on national stability. Employing a qualitative 
method with a literature review approach, the 
study delves into concepts such as asymmetric 
warfare, social stability, and the digital era. The 
findings reveal that actors employ framing, 
agenda-setting, and disinformation techniques to 
create polarization and undermine the legitimacy 
of social institutions. Social media serves as a key 
tool in propagating highly effective propaganda. 
The study concludes that digital literacy and 
stronger social media regulations are critical for 
enhancing social resilience. Recommendations 
include developing comprehensive digital literacy 
programs, utilizing AI-based early detection 
technologies, and strengthening collaboration 
between the government and civil society. 
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INTRODUCTION 
Information warfare has become one of the main elements in asymmetric 

warfare in the digital age. Asymmetric warfare, according to Buffaolo (2015), is a 
strategy used by weaker actors to exploit the opponent's vulnerabilities through 
unconventional means. In this context, information becomes a very effective 
weapon to create social and political instability. 

In today's interconnected world, information warfare has emerged as a 
pivotal component of asymmetric warfare, leveraging digital platforms and 
media to achieve strategic goals. As defined by Buffaolo (2015), asymmetric 
warfare enables less powerful actors to capitalize on their adversary's 
weaknesses using unconventional tactics, often circumventing traditional 
military strengths. Information, in this context, becomes a potent tool capable of 
manipulating public perception, sowing discord, and undermining trust in 
institutions. Through disinformation campaigns, fake news dissemination, and 
targeted propaganda, adversaries can exploit societal divisions, amplify existing 
grievances, and destabilize governments. This approach not only challenges 
conventional notions of conflict but also underscores the critical role of 
information control in shaping global narratives and influencing geopolitical 
outcomes. 

Moreover, the evolution of information warfare has been accelerated by 
rapid technological advancements and the proliferation of social media 
platforms. These platforms provide unparalleled reach and immediacy, allowing 
information to spread virally across borders and demographics within seconds. 
As a result, the battleground of modern warfare increasingly shifts to the digital 
realm, where traditional distinctions between civilian and military targets blur. 
State and non-state actors alike harness sophisticated cyber capabilities to 
orchestrate coordinated attacks on infrastructure, manipulate public opinion, 
and disrupt democratic processes. The strategic use of misinformation and 
cyberattacks not only poses significant challenges to national security but also 
necessitates adaptive defense strategies that encompass cyber resilience, media 
literacy, and international cooperation. In this dynamic landscape, 
understanding the interplay between technology, information, and warfare 
becomes paramount for safeguarding democratic values and maintaining global 
stability. 

Advances in digital technology have enabled massive information 
dissemination through the internet and social media. According to Castells 
(2009), the digital era has changed the dynamics of global communication, where 
information can be disseminated instantly and across national borders. This 
provides opportunities for both state and non-state actors to use information 
warfare as a key strategy in asymmetric warfare. 

Social media plays an important role in information warfare due to its 
ability to reach a wide audience. As noted by Giddens (1991), social media is not 
only a communication tool, but also an arena where narratives are shaped and 
controlled. In the context of asymmetric warfare, social media is used to spread 
propaganda, fake news and disinformation aimed at manipulating public 
opinion. 
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Social media's influence in information warfare stems from its 
unparalleled capacity to disseminate information rapidly and broadly, making it 
a powerful tool for shaping public perception. As Giddens (1991) emphasized, 
social media transcends its role as a mere communication tool to become a 
dynamic space where narratives are constructed, contested, and controlled. In 
asymmetric warfare, this platform becomes a battleground where weaker actors 
can amplify their influence without the need for significant physical or financial 
resources. By leveraging algorithms and user-generated content, actors can target 
specific demographics with tailored messages, ensuring that their propaganda, 
fake news, and disinformation gain traction among receptive audiences. 

Social media enables the strategic use of echo chambers and filter bubbles, 
where individuals are exposed to information that reinforces their pre-existing 
beliefs while excluding dissenting views. This phenomenon not only 
manipulates public opinion but also deepens polarization and erodes social 
cohesion. For example, adversaries can exploit trending topics or viral content to 
create confusion, spread fear, or delegitimize institutions. The interactive nature 
of social media further magnifies its impact, as users unwittingly contribute to 
the dissemination of false narratives by sharing and commenting on misleading 
posts. As a result, social media has become a critical front in modern information 
warfare, requiring comprehensive strategies that combine technological, 
educational, and policy measures to counter its misuse effectively. 

In Indonesia, the threat of information warfare is increasingly real, 
especially in the context of elections and other sensitive issues. For example, 
certain actors use disinformation strategies to influence election results and 
create polarization in society (Nugroho, 2020). This shows that information 
warfare not only affects individuals, but also national stability as a whole. 

In addition, information warfare often utilizes framing and agenda-setting 
techniques to direct public attention to certain issues. According to Entman 
(1993), framing is the process by which certain aspects of reality are emphasized 
to influence the way the public perceives an issue. In asymmetric warfare, 
framing is used to shape narratives that undermine the legitimacy of certain 
governments or institutions. 

Digital literacy is one of the keys to dealing with the threat of information 
warfare. As stated by Buckingham (2015), digital literacy is not only about the 
ability to use technology, but also about the ability to critically evaluate and 
analyze information. In the context of asymmetric warfare, digital literacy can 
help people to recognize and counter disinformation. 

Thus, information warfare in the perspective of asymmetric warfare is a 
serious threat that requires a strategic approach to deal with it. One of the steps 
that can be taken is to increase public awareness about the importance of digital 
literacy and strengthen regulations related to the use of social media (Setiawan, 
2018). This step will help create better social resilience in the face of threats in the 
digital era. 
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Research Problem 
1. How is information warfare strategy applied in the context of asymmetric 

warfare in the digital era? 
2. What is the impact of information warfare on social and political stability? 
 
Research Purposes 

Information warfare in the perspective of asymmetric warfare is a strategy 
often used by weaker actors to exploit the vulnerability of opponents through 
unconventional means, such as disinformation, propaganda, and manipulation 
of public opinion. In the digital age, this strategy is becoming increasingly 
relevant as information technology and social media enable the rapid and 
widespread dissemination of information, across geographical boundaries. The 
use of social media to spread certain framings or narratives designed to 
undermine the legitimacy of opponents has become an important element in 
asymmetric warfare. The impact of this information war is not only felt on 
individuals, but also on overall social and political stability. The polarization of 
society triggered by disinformation, the loss of public trust in institutions, as well 
as the increase in social conflicts are some of the obvious consequences. In this 
context, it is important to analyze information warfare strategies and understand 
their implications for national stability in the digital era, in order to formulate 
strategic measures to deal with these threats. 
 
Significance of the Research 
1. Provide an in-depth understanding of the dynamics of information warfare 

in the context of asymmetric warfare. 
2. Provide strategic recommendations to improve social and political resilience 

in the digital era. 
 
THEORETICAL REVIEW 
Asymmetric Warfare Theory 

According to Buffalo (2015), asymmetric warfare is a conflict strategy in 
which the weaker side uses unconventional tactics to exploit its opponent's 
vulnerabilities. Information warfare is one of the main forms of asymmetric 
warfare. 

 
Social Stability 

Social stability refers to the condition of a harmonious society, where 
conflict can be minimized. Giddens (1991) states that social stability is highly 
dependent on public trust in social and political institutions. 
 
Information Warfare 

Information warfare has become a critical component of modern conflict, 
leveraging the manipulation of information to achieve strategic objectives. 
Whyte, Thrall, and Mazanec (2021) define information warfare as the systematic 
use of information to influence perceptions, shape public opinion, and disrupt an 
adversary's decision-making processes. This form of warfare employs techniques 
such as propaganda, disinformation, and psychological operations, amplified by 



Formosa Journal of Science and Technology (FJST)  

Vol. 4, No. 1. 2025: 39-48                                                                                 

                                                                                           

  43 

the rapid dissemination capabilities of digital technologies. The strategic goals 
include undermining trust in institutions, polarizing societies, and destabilizing 
opponents' internal stability. Moreover, the asymmetric nature of information 
warfare allows smaller actors, including rogue states and non-state entities, to 
challenge major powers. However, the difficulty of attribution in the digital 
domain complicates responses to such threats. To counter these challenges, 
Whyte et al. (2021) emphasize the importance of fostering resilience through 
media literacy, strengthening democratic institutions, and enhancing 
international cooperation. Understanding and addressing the dynamics of 
information warfare is essential for maintaining national and global security in 
the digital age. 
 
The Digital Era 

The digital era is defined by Castells (2009) as a period in which 
information and communication technology dominates human activities. Social 
media in this era facilitates the dissemination of information while increasing the 
risk of disinformation. 

 
METHODOLOGY 

An in-depth understanding of the dynamics of information warfare in the 
context of asymmetric warfare is essential to deal with the challenges of the 
digital age. Information warfare involves information manipulation tactics used 
by state and non-state actors to create social and political instability. By 
understanding the mechanisms, actors and impacts of information warfare, 
communities and governments can be better equipped to recognize threats and 
develop effective mitigation strategies. In addition, providing strategic 
recommendations to improve social and political resilience is a crucial step in 
preventing conflict escalation caused by disinformation and propaganda. 
Measures such as improving digital literacy, strengthening social media 
regulations, and developing a collaborative framework between the government 
and civil society can be a solution to creating resilience in this digital era. 

This research uses a qualitative method with a literature study approach 
that aims to explore and analyze in depth various related data and information. 
As stated by Sugiono (2019), literature study is an effective technique in collecting 
secondary data through analyzing documents, academic articles, and relevant 
reports to understand certain phenomena. The data obtained was thematically 
analyzed to identify emerging patterns and explain the relationships between 
concepts such as information warfare, social stability, and the digital age. This 
process enabled the research to generate a comprehensive understanding while 
providing a strong conceptual foundation for strategic recommendations. 
 
RESULTS AND DISCUSSIONS 
Information Warfare Strategy in the Context of Asymmetric Warfare in the 
Digital Era 

Information warfare in the context of asymmetric warfare is the use of 
information as a weapon to achieve political or strategic goals without the 
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involvement of conventional military forces. Weaker actors often utilize 
information to exploit an opponent's vulnerabilities (Buffalo, 2015). This strategy 
is effective in creating instability through propaganda, fake news and 
manipulation of public opinion. 

Non-state actors use techniques such as disinformation, framing and 
agenda-setting to shape a particular narrative (Entman, 1993). In the digital age, 
social media provides a platform for these actors to reach a wide audience at low 
cost, creating a ripple effect in society (Castells, 2009). These techniques are 
designed to spread narratives that undermine the legitimacy of opponents or 
influence public policy. 

Social media plays a central role in disseminating information massively 
and rapidly. As a global narrative arena, social media allows propaganda to 
spread across geographical boundaries (Giddens, 1991). In the context of 
asymmetric warfare, the use of bots and algorithms to amplify messages is 
common. This makes social media a highly effective tool in spreading a particular 
ideology or political agenda (Huang, 2024). 

Disinformation is often used to divide society and create polarization. For 
example, ahead of the elections in Indonesia, certain actors used fake news to 
shape negative perceptions of certain candidates (Nugroho, 2020). This 
polarization weakens social solidarity and government legitimacy, contributing 
to national instability. 

Digital technology provides both opportunities and challenges in 
information warfare. On the one hand, technology enables faster dissemination 
of information. However, on the other hand, technology also increases the risk of 
spreading disinformation and propaganda that can exacerbate social conflict 
(Castells, 2009). The use of technology requires a strategic approach so that its 
negative impact can be minimized. 

Early detection of disinformation spreading patterns can be done through 
big data analysis and artificial intelligence (AI). These mechanisms help identify 
the source of false information and stop its spread before it destroys social 
stability (Setiawan, 2018). Advances in analytics technology provide new 
opportunities to counter information threats. 

Strengthening regulations on the use of social media and increasing 
people's digital literacy are strategic steps. Digital literacy helps people recognize 
disinformation, while regulation prevents the misuse of social media for 
subversive purposes (Buckingham, 2015). The combination of the two can 
increase social resilience in the face of threats in the digital era. 

In the context of asymmetric warfare in the digital era, information 
warfare serves as a strategic tool for smaller or non-state actors to effectively 
challenge larger powers by exploiting vulnerabilities in digital and informational 
systems. Whyte, Thrall, and Mazanec (2021) highlight that information warfare 
involves systematic efforts to manipulate perceptions, disseminate propaganda, 
and conduct psychological operations, often leveraging the speed and reach of 
modern digital technologies. 

These strategies aim to undermine trust in institutions, destabilize 
societies, and polarize public opinion, creating significant challenges for 
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adversaries. The asymmetric nature of information warfare enables resource-
limited actors to level the playing field, using tactics such as disinformation and 
cyber-enabled influence campaigns to disrupt stronger opponents. However, the 
difficulty in attributing such operations complicates defensive measures, 
necessitating a comprehensive approach that combines media literacy, 
institutional resilience, and international cooperation to mitigate the impact of 
information warfare in this evolving strategic landscape. 

 
The Impact of Information Warfare on Social and Political Stability 

Information warfare can create social instability through the spread of 
false information that triggers conflict between groups. Societal polarization 
increases when disinformation reinforces negative stereotypes of certain groups 
(Giddens, 1991). In some cases, these conflicts can escalate into acts of violence or 
mass riots. Disinformation is often aimed at undermining the legitimacy of public 
institutions, such as the government or mainstream media. When people lose 
trust in these institutions, political and social stability is threatened (Entman, 
1993). This crisis of trust can be utilized by certain actors to destabilize the social 
order. 

In the political context, information warfare is used to divide political 
parties or support groups. Sharp political polarization can weaken the 
government's ability to manage national issues effectively (Nugroho, 2020). 
Internal conflicts arising from this polarization often make it difficult to solve 
public problems comprehensively. Elections are often the main target of 
information wars. Black campaigns spread through social media can affect 
election results, undermine democratic integrity and fuel social discontent 
(Castells, 2009). In the long run, this can reduce political participation and 
increase distrust of the democratic system. 

Hoaxes designed to influence public opinion often exacerbate situations 
of social conflict. For example, the spread of fake news about sensitive issues can 
trigger riots or mass protests (Setiawan, 2018). This impact is not only felt by 
individuals, but also affects overall national stability. 

Mass media has a responsibility to provide accurate information and 
educate the public about the threat of disinformation. Collaboration between the 
media and the government is needed to counter negative narratives 
(Buckingham, 2015). This cooperation will strengthen collective efforts in facing 
the threat of information warfare. 

Strong social resilience, supported by digital literacy, is key to mitigating 
the negative impact of information warfare. People with high digital literacy are 
able to identify and reject false narratives, thus maintaining social stability 
(Giddens, 1991). Digital literacy education should be prioritized in national 
policies to strengthen social cohesion in the digital era. 

Information warfare significantly impacts social and political stability by 
undermining trust in institutions, polarizing societies, and destabilizing 
governance structures. According to Whyte, Thrall, and Mazanec (2021), its 
strategic use includes spreading disinformation, propaganda, and conducting 
psychological operations to influence public opinion and disrupt decision-
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making processes. These tactics often erode social cohesion by amplifying 
divisions within communities, fueling distrust among citizens, and 
delegitimizing governmental authority. Politically, information warfare can 
destabilize electoral processes, manipulate political narratives, and create an 
environment of uncertainty and conflict. The ability of smaller actors, such as 
rogue states or non-state entities, to wield these tools asymmetrically further 
exacerbates their impact, challenging even well-established political systems. 
Addressing these threats requires a focus on media literacy, robust institutional 
frameworks, and international collaboration to counteract the destabilizing 
effects of information warfare in the digital age. 

Information warfare, as enhanced by cyber operations, has profound 
implications for social and political stability, as Whyte (2020) how cyber operations 
enhance information warfare. The integration of cyber tools into information 
warfare amplifies its reach and effectiveness, allowing malicious actors to disrupt 
societal cohesion and political processes with precision and scale. Whyte (2020) 
highlights how cyber operations, such as data breaches, hacking, and the 
exploitation of social media algorithms, enable the rapid dissemination of 
disinformation and targeted propaganda. These activities erode trust in 
democratic institutions, polarize public opinion, and destabilize governance by 
creating widespread confusion and undermining electoral processes.  

The manipulation of narratives through cyber-enabled information 
warfare contributes to social fragmentation and challenges governments' 
capacity to maintain order and legitimacy. Addressing these challenges requires 
robust cybersecurity measures, public education to foster media literacy, and 
coordinated efforts to protect democratic systems from the destabilizing effects 
of cyber-enhanced information warfare. 

The fusion of cyber operations with information warfare creates a 
powerful mechanism for influencing societies and destabilizing political systems. 
Cyber operations extend the scope and precision of information warfare by 
leveraging advanced technologies to exploit vulnerabilities in digital 
infrastructures and societal systems. As Whyte (2020) points out, tactics such as 
data breaches, hacking, and algorithm manipulation are not just isolated 
incidents but integral parts of a broader strategy to achieve political or strategic 
objectives. These cyber tools allow malicious actors to infiltrate secure systems, 
access sensitive information, and weaponize that data to manipulate public 
narratives or discredit individuals and institutions. 

One significant effect of cyber-enabled information warfare is its ability to 
exploit trust-based systems, such as democratic processes and media platforms, 
to spread disinformation. By targeting key nodes in the information ecosystem, 
adversaries can rapidly disseminate false narratives that resonate with societal 
fears, biases, or divisions. Social media algorithms play a critical role in this 
process, as they are designed to prioritize content likely to generate engagement, 
regardless of its accuracy. This creates an environment where disinformation and 
propaganda can go viral, influencing millions and amplifying societal 
polarization. 
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Furthermore, cyber operations facilitate tailored disinformation 
campaigns, using harvested data to create highly targeted messages that resonate 
with specific demographics. This precision exacerbates existing social fractures 
by promoting divisive rhetoric, inciting hostility, or undermining trust in 
leadership and governance. For example, adversaries might use cyber tools to 
interfere in electoral processes by spreading fake news about candidates, 
manipulating voter rolls, or even hacking into election systems to sow doubt 
about the legitimacy of the results. 

The impact of such operations is far-reaching. They not only disrupt 
governance and societal cohesion but also create long-term challenges for 
governments attempting to rebuild trust and stability. Combating this requires a 
multi-faceted approach. First, robust cybersecurity measures must be in place to 
protect critical digital infrastructures and prevent breaches. Second, public 
education and media literacy campaigns are vital to empower citizens to 
recognize and resist disinformation. Third, governments, civil society, and the 
private sector must collaborate to develop and enforce policies that regulate the 
misuse of digital platforms while ensuring the protection of democratic 
freedoms. Only through these coordinated efforts can the destabilizing effects of 
cyber-enhanced information warfare be effectively mitigated. 
 
CONCLUSIONS AND RECOMMENDATIONS 

Information warfare in the context of asymmetric warfare presents 
significant challenges to social and political stability in the digital age. An in-
depth understanding of information manipulation tactics, the actors involved 
and their impact is an important step to counter this threat. This research 
emphasizes the importance of developing mitigation strategies, such as digital 
literacy, strengthening social media regulations, and collaboration between the 
government and civil society, to create resilient social and political resilience. 
Through a literature study approach, this research identifies key patterns and 
concepts that can serve as the basis for formulating strategic policies to prevent 
the negative impacts of disinformation and propaganda. Thus, integrated and 
sustainable measures are the main key in dealing with the dynamics of 
information warfare in the modern era. 
1. Improving Community Digital Literacy 

The government and related institutions need to develop a comprehensive 
and sustainable digital literacy program. This program should include 
education on how to recognize false information, understand social media 
algorithms, and increase public awareness of the threat of disinformation. 

2. Strengthening Social Media Regulations 
There is a need to revise and strengthen regulations related to the use of 

social media to prevent the spread of disinformation and propaganda. The 
government needs to work with digital platforms to monitor and remove 
content that has the potential to cause social and political conflict. 

3. Collaborative Framework Development 
Collaboration between the government, civil society, academia and the 

private sector is essential to create an ecosystem that supports information 
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security. Discussion forums, joint training, and community initiatives can be 
a platform to effectively implement mitigation strategies. 

4. Utilization of Technology for Early Detection 

Developing artificial intelligence (AI) based technology to detect and 
analyze disinformation patterns in real-time can help governments and 
related organizations respond to threats quickly and appropriately. 

5. Capacity Building of State Apparatus 

State apparatus, especially those in charge of communications and 
security, need to be trained to understand the dynamics of information 
warfare and develop strategic analysis capabilities in dealing with this threat. 

6. Public Campaign on Information Security 
Launch a national campaign to raise public awareness about the 

importance of information security. This campaign can be conducted through 
various channels, such as mass media, social media, and educational 
programs. 

 
FURTHER STUDY 
 Further research into the long-term impact of information warfare on 
social and political stability is needed to update strategies and policies. The 
research focus could include regional analysis or specific relevant case studies. 
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