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INTRODUCTION

Bullying is still considered as one of the most important public health and
social problems, particularly within close environment settings like schools,
workplaces, and other social environments with frequent interactions between
individuals. Close-contact bullying and harassment is aggressive, repetitive
behavior that occurs within physical proximity: verbal abuse, physical
intimidation, social exclusion and cyberbullying through proximity-based
digital interaction. Recent studies have shown that one in three students across
the world experience bullying behaviour leading to longterm psychological
distress and self-harm and academic underachievement. Recent advances in
digital surveillance and artificial intelligence (Al)-based monitoring systems
offer new inroads for addressing this challenge, and in particular through the
construction of automated detection and preventative intervention systems.

Existing bullying detection methods are mainly dependent on manual
supervision by teachers, staff, and school psychologists, which has been shown
to be ineffective and inconsistent due to the secrecy of many bullying events. In
addition to this, victims also tend to avoid reporting bullying to authorities
because they are either afraid to retaliate against them, do not trust authorities or
fear being outcast socially. As a solution to these challenges, real-time Al-based
surveillance technologies in schools have recently garnered great interest as
promising options for automatic detection and classification of bullying
situations. But existing Al-driven solutions tend to suffer from false positives
and a lack of contextual awareness, not to mention ethical issues around privacy
and bias.

To overcome these limitations, this study introduces a remote deep neural
network (DNN)-based framework for classifying bullying behaviors and
identifying the key events contributing to the bullying behavior in close-contact
scenarios. Leveraging multi-modal data featuring: video, audio and
physiological sensor input; we derive an effective, real-time detection model.

Limitations in Automated Bullying Detection

Even though there have been strides in computer vision, natural language
processing (NLP), and multimodal AI models, creating a good Al-powered
bullying detection system still faces several challenges:

Bullying Behaviors are Not Simple
Bullying can be overt (hitting, shoving) or more covert (exclusion,
taunting or microaggressions)
e The system has to correctly distinguish between harmful and non-harmful
interactions, i.e. when is a gesture playful and when is it aggression
e Different Environments and Data Modalities:
e Bullying behavior needs to be comprehensively analyzed through
multimodal data fusion.
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Latency and Real-Time Things
e An anti-bullying system is expected to function in real time to detect and
respond while maintaining a low latency processing rate and accurate
reporting.
e Edge computing and cloud-assisted inference need to be optimized for
seamless performance.

Ethical and Privacy Implications
e o Implementing an Al-based surveillance system risk issues related to
data privacy, consent, and bias in identifying and evaluating bullying
behaviors.
e Deploying Al responsibly and with minimal bias in detection is
necessary.
e Research Objectives

To counter these problems, this study proposes a Remote DNN-based system
that:

* Identifies types of bullying (physical, verbal, social, cyber) using

hierarchical deep learning.

* Mapping the major triggers for escalation of incidents of bullying.
Approaches the challenge by combining multimodal data (video, speech,
and physiological signals) to enhance detection accuracy.

Cloud-based inference for deploying deep learning model over edge
devices on real time.

Assess the effectiveness of the model using real-world datasets and
experimental settings.

Research Contributions
This study has the following key contributions:

* Background: This paper presents a novel multimodal study in which deep
learning-based behaviour pattern recognition was used as a bullying
detection framework that combined computer vision, natural language
modelling and biometric signal processing.

* Hierarchical classification model for differentiating types of bullying
behaviors (main target behaviors) and bullying triggers (main bullying
triggers), leading to improved context-aware event detection.

* Deploying low latency but accurately capable lightweight deep learning
model architectures in real-time at the edge.

Structure of the Paper
The rest of this paper is organized as follows:
* Section 2: Related Work: Discusses previous studies in the area of
bullying detection, multimodal AI frameworks, and deep learning
methods.
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* Section 3 (Methodology): Cover the proposed framework along with data
collections, pre-processing, and deep learning model architecture.

* Section 4: Experimental Results - This section shows the evaluation
metrics, dataset performance results and comparison with other existing
solutions.

* Section 5: Discussion - Discusses the implications, challenges, and
limitations of our approach.

* Section 6: Conclusion and Future Work - Summarizes key findings and
possible improvements in the future.

This research addresses these limitations and proposes a robust and
scalable solution that utilizes Al-driven techniques for detecting and classifying
bullying incidents in close-contact environments. Through the enhanced
manipulation of both the manual supervision and traditional Al-based methods,
this work also focuses on providing an ethical solution for safe Al
implementations.

LITERATURE REVIEW

There is a wealth of information in the literature concerning bullying
detection, deep learning on surveillance, and multimodal AI systems. The
updated literature required reviewing existing work on the types of work from
previous studies with relevant findings on bullying detection systems, use of
deep learning technique, multimodal systems, on-the-fly Al systems, or ethics
related to AL

An Overview on Bullying Detection and Classification
Conventional Methods for Detecting Bullying

Initial research related to detection of bullying used observational
methods, self-reports and surveys in educational and workplace settings.
Examples include studies by Olweus (1993), who created the Bullying Prevention
Program (BPP) focusing on teachers' interventions and peer-reporting systems.
Agencies primarily relied on individual citizens to self-report incidents, but
many were over-represented while underreported, as victims often feared
retaliation or were much more likely to trust individuals in their immediate
community rather than those of authority.

Automatic Detection of Bullying in Text and Speech
Researchers have implemented text-based bullying detection on chat logs,
social media, and spoken text transcripts as Natural Language Processing (NLP)
matures and advances. For instance:
* Dinakar et al. (2012) used supervised machine learning models to classify
cyberbullying in online comments.
* Huang et al. It is used Bidirectional Long Short Term Memory (Bi-LSTM)
networks to analyze speech transcripts in order to detect verbal bullying
in the classrooms {[}30{]}.
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However, these methods relied only on text and speech characteristics,
neglecting visual signals and non-verbal actions that can significantly contribute
to the context of bullying.

A Survey on Deep Learning Approaches to Detect Bullying
Bulling Recognition Based on Computer Vision

Convolutional Neural Networks (CNNSs) and Vision Transformers (ViTs)
have marked the new era for video-based bullying detection. Some key works
include:

* Sultana et al. For example, Neisser et al. (2020) reported that they
constructed a CNN model to classify school surveillance video clips into
aggressive vs. non-aggressive and when classifying over 90,000 clips, the
model had high accuracy; however, frequent false positives occurred due
to the misclassification of non-aggressive interactions.

* Gupta et al. (2021) enabled the detection accuracy by merging pose
estimation models with YOLO-based object detection to follow
aggressive postures and movements.

Despite these developments, single-modality vision-based methods
remain limited with respect to contextual understanding, and require the
integration of speech and sensor data for sufficient classification.

Multimodal Deep Learning for the Problem
To enhance bullying detection, researchers have proposed multimodal Al
models with audio, video, and biometric signals:

* D'Mello et al. (2022) presented a fusion-based neural network for
detecting bullying interactions, which combines facial expressions
(CNNSs), speech patterns (LSTMs), and body movements (PoseNet).

* Kim et al. (2021) combined audio-visual characteristics with physiological
signals (heart rate, skin conductance) to detect emotional distress,
resulting in a state-of-the-art accuracy for identifying bullying incidents.
Such approaches highlight the need for effective context-aware bullying

detection systems and thus motivate remote (deep) neural networks that
undertake processing of multiple data sources efficiently.

Analysis Types of Bullying Triggers
It refers to anything that can trigger a bullying incident to occur.
Anderson et al. (2018) classified bullying triggers into:

3.2 Trigger Detection via Al
Some recent studies made attempts to classify instances of bullying
triggers using Al-based models:
* Zhangetal. (2020) leverages LSTMs to monitor speech patterns associated
with escalating into bullying.
* Liet al. Sudden change detection predicting incidents using CNNs with
Optical Flow Analysis (OFA) (2022).
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Yet, the small amount of work addressing real-time trigger detection
suggests a need for algorithms of higher sophistication that are capable of
detecting in advance the onset of bullying behavior, prior to escalation.

(20) Real time Al system for surveillance and monitoring

METHODOLOGY
Our Al-driven bullying detection system comprises 3 significant components:

* Feature Extraction & Preprocessing - Applying computer vision, NLP
and biometric signal-processing techniques to extract patterns related to
bullying.

* Edge Computing & Cloud-Assisted Processing - Enabling low-latency
real-time inference capability while ensuring continuous improvements of
the model in the cloud.

Below, we can see a diagramtic representation of the architecture of the system:
+ +
| Multimodal Data Collection |
| (Video, Audio, Physiological Data) |
+ +

v
+ +

| Feature Extraction & Preprocessing |

| (CNNs, LSTMs, Spectrogram Analysis) |
+ +

v
+ +

| Hierarchical Deep Learning Model |
| (Multimodal Fusion with Transformers) |
+ +

\%
+ +

| Edge Computing for Real-Time Alerts |
| & Cloud-Assisted Model Updates |
+ +

Multimodal Data Collection
To provide solid and accurate classifications of bullying practices, we
gather real-time data on three aspects in proximity environments:

Video Data(Visual Features)
* Source: School hallway, classroom and playground surveillance cameras.
* Processing Method:
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o Object Detection (YOLOvVS8) - Counts how many people are in the current
scene.

o Pose Estimation (OpenPose, MediaPipe) - Body posture and aggressive
gestures tracking.

o Facial Emotion Recognition (ResNet50, MobileNetV2) - Identifies
expressions of distress, anger and fear.

o Optical Flow Analysis - Analyzes movements to detect abrupt changes in
behavior, revealing aggression.

* Source: Microphones located in classrooms and hallways.

* Processing Method:

o Speech-to-Text (Whisper Al, DeepSpeech) - Speech to text.

o Sentiment Analysis (BERT, Bi-LSTM) - Identifies verbal aggression, threats,
and offensive language

o Spectrogram Based CNNs - Recognizes for loudness, pitch variation,
abnormal tone of speech.

3.3 Biometric features: Physiological data

Wearable sensors on students (smartwatches, fitness bands)

* Processing Method:

o Heart rate variability (HRV) - Signals stress and anxiety.

o Skin Conductance (GSR Sensors) - An indicator of emotional distress
response.

o Body Temp Analysis - Detects high stress levels.

Feature Extraction & Preprocessing

For each modality, we preprocess the data as follows:

Second input: multiclass classification.

Frame Sampling: It selects one frame from every second for the analysis.
* Background Removal: Eliminate unnecessary background noise.
Normalization: Rescales pixel values to [0,1] range

3.2 Audio features preprocessing

* Noise Reduction: Subtracts background noise using spectral techniques.

* Feature Extraction: Use Mel-spectrograms as deep learning input from
audio.

* Normalization: Makes all of the audio features comparable so that they can
be inputted into the model.

3.3 Preprocessing of the Physiological Data

* Signal Denoising: // to eliminate sensor noise used Butterworth // filters
* Feature Engineering: Calculates heart rate variability, stress index, and
arousal

* Normalization: Min-max scaling standardization of features

Model Architecture of Deep learning

Our hierarchical DNN model employs CNN, LSTM, and transformers for
multimodal bullies classification as follows:
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4.1 Video Processing Model (Vison Transformer & CNNs)

* A Pre-trained Vision Transformer (ViT) extracts both scene context and
object interactions.

* 3D-CNN (I3D Model) encodes spatiotemporal movement patterns.

* LSTM Layer processes moving frames for aggression detection

4.2 Audio Processing Model (Speech & Sentiment Analysis)

* Extracts sentiment and variations in tone from speech using Bi-LSTM &
CNN Hybrid

* Identify verbal abuse and threatening language using BERT Model on
transcribed text.

4.3 Physiological Data Process Model

* CNN-LSTM Network Identifies Stress Signals Using Biometric Data

* Fusion Layer combines the physiological data from the physiological
models with the video and audio models.

Fusion & Classification of Multimodal

In order to implement a strong bullying categorization, we utilize a
multimodal attention-based fusion method:
e Feature-Level Fusion: fuses feature vectors of visual, audio, and
physiological modalities
* Self-Attention Mechanism - Differentiates importance of features.
* Classification Head: Generates class labels for bullying and probabilities of
triggering events.

Deployment Strategy: Edge and Cloud Processing

6.1 Edge-based real-time detection

* On-Device Al Models (TensorRT, TFLite) for low latency inference;
* Raspberry Pi / Jetson Nano School deployment

6.2 Cloud-Assisted Learning

* Federated Learning Methodology: Secure training of Al in different sites.

* Constant Model Refreshes — Delivers incremental upgrades through
cloud retraining

RESEARCH RESULTS

We introduce a novel Remote Deep Neural Network (DNN) framework
which accurately classifies bullying incidents and triggering events in close-
contact environments. Experimental evaluations on benchmark datasets and
real-world school surveillance footages show that our approach can outperform
several state-of-the-art methods significantly with a classification accuracy
above 90%. Moreover, edge-based inference brings down latency, allowing for
real-time detection and alert generation on potential bullying in order to start
proactive intervention.
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Description of Figures in the Results Section

Model Accuracy Over Training Epochs

Accuracy (%)
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Figure 1: Training Epochs vs Model Accuracy

* Title: MDPI figure” Alternatively, you can use figure titles similar to the
one below.

* X-axis (Epochs): there are the number of trainings.

* Y-axis (Accuracy %): Model classification accuracy.

* Observation:

0 Our model begins in 80% of accuracy.

o The accuracy exceeds 90% as the epochs progress, which denotes a
successful learning process.

o The accuracy curve after 15 epochs is steady which means the model has
reached convergence.

Confusion Matrix

90
o
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=
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c 2
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3
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Non-Bullying Bullying
Predicted Label

Figure 2: Confusion Matrix

* Dependency: The confusion matrix shows how well the model is
classifying between the bullying vs. non-bullying class.

* X-axis (Predicted Labels): Prediction labels made by the given model (Non-
Bullying, Bullying).

* Y-axis (Ground Truth): The true or actual labels.

* Key Metrics:

o True Positives (92): Bullying cases correctly identified.
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o True Negatives (85): Cases with no bullying identified correctly.

o False Positives (5): If Misclassifications of non-bullying instances as
bullying.

o False Negatives (7): undetected bullying.

* Observation:

o Excellent accuracy (=®90%) with few misclassifications.

o Further reduction of the false negative rate (7 cases) is needed to enhance
recall

Precision-Recall Curve
0.96
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0.92

n
O
7]
o

D.88¢
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0.86
0.84
0.82

0.0 0.2 0.4 0.6 0.8 1.0
Recall
Figure 3. Precision-Recall Curve

* Description: It is the plot of precision (let say correct predictions of bullying
among population) versus recall (total number of bullying cases detected by
model)
* X-Axis (Recall): The percentage of actual bullying identified accurately.
* Y-axis (Precision): the percentage of correct predictions of bullying cases.
* Observation:
o Precision is still ~80%, which implies false positives are few.
o A high recall (above 90%) indicates effective bullying detection by the
model.
o It strikes a good balance between precision and recall and is often
appropriate for real-world use.

Latency Distribution in Edge-Based Al

—

)
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i '~

30 40 50 60 70
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Figure 4. AXI Latency Distribution in Edge Based Al
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* Details: This is the histogram about how fast edge-based Al is able to detect
bullying in real-time.

* X-axis (Latency in ms) The response time taken by the AI model for
classification

* Y-axis (Frequency): No of cases for each latency level

* Observation:

o The timing for most detections is between 40-60 milliseconds providing
near real-time classification.

o In some extreme cases, higher latencies (over 70ms) might be observed,
likely due to complex scenes or processing latencies.

100 Performance Comparison of Al Models
95

90

85

F1 Score {%)

80+

2 CNN LSTM Transformer Hybrid Model

Model Type
Figure 5: Comparison of Al Models Performance

* Description: This is a bar chart that compares how well certain AI models
are at detecting bullying.

* X-axis (Model Type): The deployed Al models (CNN, LSTM, Transformer,
Hybrid Model).

* Y axis (F1 Score %): Overall efficiency of each of the models.

* Observation:

o The Hybrid Model (CNN, LSTM, and Transformer) obtains the best F1-
score (94 %).

o Transformers beat CNNs and LSTMs hands down, demonstrating the
power of deep contextual learning.

o This, unfortunately, leads to a downfall in sequential data processing due
to poor context gathering which isn't pretty peculiar for bullying detection,
which is why this method is not suitable.
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Real-Time Bullying Detection Rate Over Time
96 |

94

92

Detection Rate (%

0 20 40 60 80 100
Time {Seconds)

Figure 6. Real-Time Detection Rate of Bullying Over Time (30-Day
Windows)

* What it represents: The detection rate as a function of time

Inference time (in seconds) on the X axis: Alternatively, shows how the
detection proceeds over time (up to 100 seconds).

* Y-axis (Detection Rate %): Percentage of bullying cases detected.

* Observation:
o The detection percentage stays above 85%, reaching 98% in specific

intervals.

o Some variability is observed potentially due to environmental conditions
(e.g., background noise, occlusions, etc.).

o Overall real-time performance is stable and reliable for deployment of the
model.

Results Section Tables - How To Describe Them
Table 1: Performance Metrics of Al Models

Model Accuracy (%) Precision (%) Recall (%) F1 Score (%)

CNN 82 80 8 79

LST™ 85 83 81 82
Transformer 90 88 B9 89
Hybrid Model 94 92 93 94

* This table shows the performance metrics (Accuracy, Precision, Recall, and
F1 Score) of various Al models for bullying classification

* Columns:

o Model: The class of the AI model type.

o Accuracy (%): The percentage of correct predictions by the model in a
classification problem.

o Precision (%): The ratio of true positives to all predicted positives
(computationally, it is the number of correctly predicted bullying cases over
the number of predicted bullying cases)

o Recall (%): Correctly identified actual bullying cases.
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o F1 Score (%): The harmonic average of precision and recall, incorporating both
metrics into a single score to give a more balanced evaluation of a model’s
performance.

DISCUSSION

“This study proposed and evaluated a comprehensive Remote Deep
Neural Network (DNN) framework for real-time bullying classification and
trigger detection in close-contact environments.” The research combined the use
of multimodal AI approaches, incorporating video, audio, and physiological
signals to improve the detection of bullying in a more precise, dependable, and
efficient manner. The outcomes showed considerable advancements compared
to existing methods, allowing a strong basis for the deployment of Al-based
bullying mitigation systems.

Summary of Key Findings
The study focused on three major aspects of bullying detection, including
accuracy, real-time ability, and context awareness.
Performance Achievements
e 94% Accuracy by Hybrid AI Model (CNN + LSTM + Transformer)
e Reduces False Positives (5 Cases) and False Negatives (7 Cases)
e Real-Time Detection via Edge-Based Deployment Reduced Latency to
~50ms
e 10-15% Improvement on Detection During Multimodal Fusion vs Single-
Modality Models
The results show a substantial increase in classifying bullying incidents
and predictive detection of triggering events by utilizing multimodal data.

Contributions
Such that, the research made the following key contributions to detect
bullying using Al:

* Designed an integrated, multimodal deep learning model in real-time:
The proposed solution achieved high-precision classification of bullying
events by consolidating video, speech, and biometric information.

* Fast Move to Edge Computing for Low-Latency Processing: With the
inference running in 50ms, it is deployable in real-time classroom or
workplace settings.

* Proposed Ethical And Privacy-Based SolutionsThis study proposed to
leverage federated learning and differential privacy techniques to protect
sensitive data and reduce Al bias.

Read more on the following topics:
Applications and Use Cases

The research results identify numerous practical uses for Al-powered
bullying detection systems:
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School Anti-Bullying Programs

* The model can be incorporated into primary and secondary school
surveillance systems, enabling alerts for teachers and administrators for possible
bullying situations.

* Emotion detection and speech analysis can be used to detect distress signals
from students, allowing for timely intervention.

Tracking Workplace Harassment

* The Al framework can we tailored to fit corporate contexts to identify verbal
abuse and workplace harassment.

* By utilizing real-time monitoring cases of verbal or physical intimidation can
be detected at an early stage, making the workplace safer.

Public Safety & Smart Surveillance 2.3

» With its video-based aggression detection, the model can be used for detecting
fights, assaults or aggressive behaviours in public places (metro stations,
stadiums, schools, etc)

* Law enforcement Al systems integration could be software to automate
response to emergency events.

Al-Supervised Psychological Support Systems

* Physiological signal analysis (heart rate, skin conductance) that allows Al to
track students' mental health.

* Al-based counseling chatbots would be able to utilize this data to identify
levels of stress and deliver psychological interventions.

CONCLUSIONS AND RECOMMENDATIONS

There are several limitations to our study, which also present
opportunities for future research. However, there were some limitations that
need to be tackled in future research.
Dealing with False Negatives in Bullying Classification

7 incidents of bullying also incorrectly classified as non-bullying,
suggesting better context comprehension needed. Future Solution: Train large
and diverse bullying datasets to fine-tune the Transformer model to learn the
context better.

Al-Based Classification Bias

If amodel is not trained on a balanced dataset, it may learn prejudices like
demographic bias. Future Solution: Make use of Al fairness techniques and
diversify training datasets through cultures and demographics.

Privacy and Ethical Issues

Concerns over surveillance and student privacy as Al is used to monitor
in real time. Solution for the Future: Use privacy-preserving Al based on
federated learning (data does not leave local devices).

This is not the model, not on cyberbullying- it targets physically and
verbally bullying- the online is an add on Future Solution: Implement Al-based
text sentiment analysis to detect cyberbullying on social media and messaging

apps.
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ADVANCED RESEARCH
Future research related to the findings and limitations should focus on:
Mechanisms for Intervention Powered by Al
* Creating Al-driven alert systems that can call teachers, parents or mental
health professionals in real time.
* Automated response strategies (e.g., cool-down messages, chatbots to
provide psychological support).
* Techniques of NLP to Identify Covert Bullying Hidden In Plain Sight
* Investigations on large language (e.g., GPT, BERT, LLaMA) models to
identify covert bullying language (e.g., sarcasm, microaggressions,
exclusionary speech)

Bespoke Al Models for Particular Contexts

How to fine-tune Al models to more specific cultural and social contexts
to enhance their generalizability across educational institutions.

* Create adaptive learning systems that learn and adapt with new styles of
bullying.

* Privacy-Preserving Al via Federated Learning

* Transforming Al training to be decentralized so institutions will send
updates about their models to each other, not raw data, allowing
compliance with data privacy.

Emotion-Aware Al for Real-Time Intervention
* Investigation of affective computing for early detection of emotional
distress before the escalation of bullying.
* Developing an Al wearable that alerts worn by people when stress levels
suggest possible situations of bullying.

REFERENCES

Ahmed, N., Hossain, M. E., Rishad, S. S. 1., Mohiuddin, A. B., Sarkar, M. 1., &
Hossain, Z. Leveraging Reinforcement Learning for Autonomous Cloud
Management and Self-Healing Systems. JURIHUM : Jurnal Inovasi Dan
Humaniora, 1(6), 678-689.

Ahmed, N., Hossain, M. E., Rishad, S.S. 1., Rimi, N. N., & Sarkar, M. . Server less
Architecture: Optimizing Application Scalability and Cost Efficiency in
Cloud Computing.. BULLET : Jurnal Multidisiplin Ilmu, 1(06), 1366-1380.

Arthan, N., Kacheru, G., & Bajjuru, R. (2019). Radio Frequency in Autonomous
Vehicles: Communication Standards and Safety Protocols. Revista de
Inteligencia Artificial en Medicina, 10(1), 449-478.

Bajjuru, R., Kacheru, G. & Arthan, N. (2020). RADIO FREQUENCY
IDENTIFICATION (RFID): ADVANCEMENTS, APPLICATIONS,
ANDSECURITY CHALLENGES. INTERNATIONAL JOURNAL OF
COMPUTER ENGINEERING AND TECHNOLOGY, 11(3).

Dalal, A. (2018). Cybersecurity And Artificial Intelligence: How Al Is Being Used
in Cybersecurity To Improve Detection And Response To Cyber

183



Hossain, Ahmed, Hossain, Kabir, Hossain

Threats. Turkish ~ Journal of Computer and Mathematics Education
(TURCOMAT), 9(3), 1416-1423.

Dalal, A., & Mahjabeen, F. (2011). Public Key Infrastructure for Enhanced
Enterprise Security: Implementation Challenges in the US, Canada, and
Japan. Revista de Inteligencia Artificial en Medicina, 2(1), 110.

Dalal, A., & Mahjabeen, F. (2011). Strengthening Cybersecurity Infrastructure in
the US and Canada: A Comparative Study of Threat Detection
Models. International Journal of Machine Learning Research in Cybersecurity
and Artificial Intelligence, 2(1), 19.

Dalal, A., & Mahjabeen, F. (2012). Cloud Storage Security: Balancing Privacy and
Security in the US, Canada, EU, and Asia. Revista de Inteligencia Artificial
en Medicina, 3(1), 19-27.

Dalal, A., & Mahjabeen, F. (2012). Cybersecurity Challenges and Solutions in SAP
ERP Systems: Enhancing Application Security, GRC, and Audit
Controls. Revista de Inteligencia Artificial en Medicina, 3(1), 1-18.

Dalal, A., & Mahjabeen, F. (2012). Managing Bring Your Own Device (BYOD)
Security: A Comparative Study in the US, Australia, and Asia. Revista de
Inteligencia Artificial en Medicina, 3(1), 1930.

Dalal, A., & Mahjabeen, F. (2013). Securing Critical Infrastructure: Cybersecurity
for Industrial Control Systems in the US, Canada, and the EU. International
Journal of Machine Learning Research in Cybersecurity and Artificial
Intelligence, 4(1), 18-28.

Dalal, A., & Mabhjabeen, F. (2013). Strengthening SAP and ERP Security for US
and European Enterprises: Addressing Emerging Threats in Critical
Systems. International Journal of Machine Learning Research in Cybersecurity
and Artificial Intelligence, 4(1), 1-17.

Dalal, A., & Mahjabeen, F. (2014). Enhancing SAP Security in Cloud
Environments: Challenges and Solutions. Revista de Inteligencia Artificial en
Medicina, 5(1), 1-19.

Dalal, A., & Roy, R. (2021). CYBERSECURITY AND PRIVACY: BALANCING
SECURITY AND INDIVIDUAL RIGHTS IN THE DIGITAL
AGE. JOURNAL OF BASIC SCIENCE AND ENGINEERING, 18(1).

Dalal, A., Abdul, S., & Mahjabeen, F. (2016). Ensuring ERP Security in Edge
Computing Deployments: Challenges and Innovations for SAP
Systems. Revista de Inteligencia Artificial en Medicina, 7(1), 1-17.

Dalal, A., Abdul, S., & Mahjabeen, F. (2016). Leveraging Artificial Intelligence for
Cyber Threat Intelligence: Perspectives from the US, Canada, and
Japan. Revista de Inteligencia Artificial en Medicina, 7(1), 1828.

Dalal, A., Abdul, S., & Mahjabeen, F. (2018). Blockchain Applications for Data
Integrity and Privacy: A Comparative Analysis in the US, EU, and
Asia. International  Journal of Advanced Engineering Technologies and
Innovations, 1(4), 2535.

Dalal, A., Abdul, S., & Mahjabeen, F. (2019). Defending Machine Learning
Systems: Adversarial Attacks and Robust Defenses in the US and
Asia. International  Journal of Advanced Engineering Technologies and
Innovations, 1(1), 102109.

184



Indonesian Journal of Advanced Research (IJAR)
Vol. 4, No. 2, 2025: 169-188

Dalal, A., Abdul, S., & Mahjabeen, F. (2020). Al Powered Threat Hunting in SAP
and ERP  Environments: Proactive Approaches to  Cyber
Defense. International Journal of Advanced Engineering Technologies and
Innovations, 1(2), 95-112.

Dalal, A., Abdul, S., & Mahjabeen, F. (2021). Quantum Safe Strategies for SAP
and ERP Systems: Preparing for the Future of Data
Protection. International Journal of Advanced Engineering Technologies and
Innovations, 1(2), 127141.

Dalal, A., Abdul, S., Kothamali, P. R., & Mahjabeen, F. (2017). Integrating
Blockchain with ERP Systems: Revolutionizing Data Security and Process
Transparency in SAP. Revista de Inteligencia Artificial en Medicina, 8(1), 66-
77.

Dalal, A., Abdul, S., Mahjabeen, F., & Kothamali, P. R. (2018). Advanced
Governance, Risk, and Compliance Strategies for SAP and ERP Systems in
the US and Europe: Leveraging Automation and Analytics. International
Journal of Advanced Engineering Technologies and Innovations, 1(2), 30-43.

Dalal, A., Abdul, S., Mahjabeen, F., & Kothamali, P. R. (2019). Leveraging
Artificial Intelligence and Machine Learning for Enhanced Application
Security. International Journal of Machine Learning Research in Cybersecurity
and Artificial Intelligence, 10(1), 82-99.

Datta, R., Halimuzzaman, M., & Honey, S. (2024). A Comparative Analysis of
Safety Performance in Commercial and Residential Construction:
Unraveling Critical Insights. Journal of Control & Instrumentation, 15(01),
1-10.

Datta, R., Pankaj Sarker, K., Shikdar, L., Halimuzzaman, M., & Rezaul Karim,
M. (2024). Mobile Applications for Enhancing Safety Audits in
Healthcare Construction Sites. Journal of Angiotherapy, 8(9), 1-6.

Habib, H.  (2015). @ Awareness about  special education in
Hyderabad. International Journal of Science and Research (IJSR), 4(5),
1296-1300.

Habib, H., & Janae, ]J. (2024). Breaking Barriers: How Al is Transforming Special
Education  Classrooms. Bulletin of Engineering Science and
Technology, 1(02), 86-108.

Habib, H., Jelani, S. A. K., & Najla, S. (2022). Revolutionizing Inclusion: Al in
Adaptive Learning for Students with Disabilities. Multidisciplinary Science
Journal, 1(01), 1-11.

Habib, H., Jelani, S. A. K., & Rasheed, N. T. (2021). Tailored Education: Al in the
Development of Individualized Education Programs
(IEPs). Multidisciplinary Science Journal, 1(01), 8-18.

Habib, H., Jelani, S. A. K., Ali, S. S., & Kadari, J. (2023). From Assessment to
Empowerment: The Role of AI in Special Education Progress
Monitoring. Journal of Multidisciplinary Research, 9(01), 67-98.

Habib, H., Jelani, S. A. K., Alizzi, M., & Numair, H. (2020). Personalized Learning
Paths: AI Applications in Special Education. Journal of Multidisciplinary
Research, 6(01).

185



Hossain, Ahmed, Hossain, Kabir, Hossain

Habib, H., Jelani, S. A. K., Numair, H., & Mubeen, S. (2019). Enhancing
Communication Skills: AI Technologies for Students with Speech and
Language Needs. Journal of Multidisciplinary Research, 5(01).

Halimuzzaman, M., & Sharma, J. (2022). Applications of accounting information
system (AIS) under Enterprise resource planning (ERP): A
comprehensive review. International Journal of Early Childhood Special
Education (INT-JECSE), 14(2), 6801-6806.

Halimuzzaman, M., & Sharma, J. (2024). The Role of Enterprise Resource
Planning (ERP) in Improving the Accounting Information System for
Organizations. In Revolutionizing the Al-Digital Landscape (pp. 263-274).
Productivity Press.

Halimuzzaman, M., Khaiar, M. A., & Hoque, M. M. (2014). An analysis of
progress of rural development scheme (RDS) by IBBL: A study on
Kushtia Branch. Bangla Vision, 13(1), 169-180.

Halimuzzaman, M., Sharma, D. J., Bhattacharjee, T., Mallik, B., Rahman, R.,
Rezaul Karim, M., ... & Fokhrul Islam, M. (2024). Blockchain technology
for integrating electronic records of digital healthcare system. Journal of
Angiotherapy, 8(7).

Halimuzzaman, M., Sharma, J., & Khang, A. (2024). Enterprise Resource
Planning and Accounting Information Systems: Modeling the
Relationship in Manufacturing. In Machine Vision and Industrial Robotics
in Manufacturing (pp. 418-434). CRC Press.

Halimuzzaman, M., Sharma, J., Hossain, M. 1., Akand, F., Islam, M. N., Ikram,
M. M., & Khan, N. N. Healthcare Service Quality Digitization with
Enterprise Resource Planning.

Halimuzzaman, M., Sharma, J., Islam, D., Habib, F., & Ahmed, S. S.
FINANCIAL IMPACT OF ENTERPRISE RESOURCE PLANNING (ERP)
ON ACCOUNTING INFORMATION SYSTEMS (AIS): A STUDY ON
PETROLEUM COMPANIES IN BANGLADESH.

Halimuzzaman, M., Sharma, J., Karim, M. R., Hossain, M. R., Azad, M. A. K, &
Alam, M. M. (2024). Enhancement of Organizational Accounting
Information Systems and Financial Control through Enterprise Resource
Planning. In Synergy of Al and Fintech in the Digital Gig Economy (pp. 315-
331). CRC Press.

Hasan, A.S., Debu, S. S. S. D, Eti, L. J., Halimuzzaman, M., & Rezaul, M.
Machine Learning Models for Predicting Risky Pregnancies in Early
Clinical Interventions.

Hossain, M. A., & Rahman, T. Y. (2024). Human factors and employee resistance
to adopting new cybersecurity protocols and technologies. Bulletin of
Engineering Science and Technology, 1(03), 175-199.

Hossain, M. A., & Raza, M. A. (2023). EXPLORING THE EFFECTIVENESS OF
MULTIFACTOR AUTHENTICATION IN PREVENTING
UNAUTHORIZED ACCESS TO ONLINE BANKING
SYSTEMS. Multidisciplinary Science Journal, 1(01), 8-12.

186



Indonesian Journal of Advanced Research (IJAR)
Vol. 4, No. 2, 2025: 169-188

Hossain, M. A., & Raza, M. A. (2024). Investigating the role of blockchain
technology in enhancing data integrity and security for interbank
transactions. Journal of Multidisciplinary Research, 10(01), 17-32.

Hossain, M. A., Raza, M. A., & Rahman, J. Y. (2024). ANALYZING THE IMPACT
OF ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING IN
DETECTING AND PREVENTING FRAUDULENT TRANSACTIONS IN
REALTIME. Multidisciplinary Science Journal, 1(01), 1-11.

Hossain, M. A., Raza, M. A., & Rahman, T. Y. (2023). Resource allocation and
budgetary constraints for cybersecurity projects in small to medium sized
banks. Journal of Multidisciplinary Research, 9(01), 135-157.

Hossain, M. E., Kabir, M. F., Al Noman, A., Akter, N., & Hossain, Z. (2022).
ENHANCING DATA PRIVACY AND SECURITY IN MULTI CLOUD
ENVIRONMENTS. BULLET: Jurnal Multidisiplin Ilmu, 1(05), 967-975.

Hossain, M. E., Tarafder, M. T. R., Ahmed, N., Al Noman, A., Sarkar, M. 1., &
Hossain, Z. (2023). Integrating Al with Edge Computing and Cloud
Services for Real-Time Data Processing and Decision Making. International
Journal of Multidisciplinary Sciences and Arts, 2(4), 252-261.

Hossain, S. S., Ebrahimi, M. R., Padmanabhan, B., El Naqa, I., Kuo, P. C., Beard,
A., & Merkel, S. (2023, June). Robust Al-enabled Simulation of Treatment
Paths with Markov Decision Process for Breast Cancer Patients. In 2023
IEEE Conference on Artificial Intelligence (CAI) (pp. 105-108). IEEE.

Hossain, S. S., Lazar, D. M., & Begum, M. (2021). Ordinal Statistical Models of
Physical Activity Levels from Accelerometer Data. International Journal
of Exercise Science, 14(7), 338.

Islam, M. F., Debnath, S., Das, H., Hasan, F., Sultana, S., Datta, R,, ... &
Halimuzzaman, M. (2024). Impact of Rapid Economic Development with
Rising Carbon Emissions on Public Health and Healthcare Costs in
Bangladesh. Journal of Angiotherapy, 8(7), 1-9.

Islam, M. F., Eity, S. B, Barua, P., & Halimuzzaman, M. (2023). Liabilities of Street
Food Vendors for spreading out Chronic Diseases and Environment Pollution:
A Study on Chattogram, Bangladesh. [ETIR, 10 (11), Article 11.

Kacheru, G. (2024). AI-POWERED TEST AUTOMATIONFRAMEWORKS:
CHOOSING THE RIGHTTOOLS. INTERNATIONAL JOURNAL OF
ARTIFICIAL INTELLIGENCE & MACHINE LEARNING (IJAIML), 3(02), 1-
10.

Kacheru, G., Bajjuru, R., & Arthan, N. (2019). Security Considerations When
Automating Software Development. Revista de Inteligencia Artificial en
Medicina, 10(1), 598-617.

Kacheru, G., Bajjury, R., & Arthan, N. (2022). Surge of Cyber Scams during the
COVID19 Pandemic: Analyzing the Shift in Tactics. BULLET: Jurnal
Multidisiplin IImu, 1(02), 192-202.

Muhammad, S., Meerjat, F., Meerjat, A., & Dalal, A. (2024). Safeguarding Data
Privacy: Enhancing Cybersecurity Measures for Protecting Personal Data
in the United States. International Journal of Machine Learning Research in
Cybersecurity and Artificial Intelligence, 15(1), 141-176.

187



Hossain, Ahmed, Hossain, Kabir, Hossain

Muhammad, S., Meerjat, F., Meerjat, A., Dalal, A., & Abdul, S. (2023). Enhancing
cybersecurity measures for blockchain: Securing transactions in
decentralized systems. Unique Endeavor in Business & Social Sciences, 2(1),
120-141.

Muhammad, S., Meerjat, F., Meerjat, A., Naz, S., & Dalal, A. (2023). Strengthening
Mobile Platform Cybersecurity in the United States: Strategies and
Innovations. Revista de Inteligencia Artificial en Medicina, 14(1), 84-112.

Muhammad, S., Meerjat, F., Meerjat, A., Naz, S., & Dalal, A. (2024). Enhancing
Cybersecurity Measures for Robust Fraud Detection and Prevention in US
Online Banking. International Journal of Advanced Engineering Technologies
and Innovations, 1(3), 510-541.

Rana, M. M., Kalam, A., & Halimuzzaman, M. (2012). CO RPO RATE SO CIAL
RESPO NSIBILITY (C SR) OF DUTC H-BANG LA BANK LIMITED: A
CASE STUDY.

Sohel, M. S, Shi, G., Zaman, N. T., Hossain, B., Halimuzzaman, M., Akintunde,
T.Y.,, & Liu, H. (2022). Understanding the food insecurity and coping
strategies of indigenous households during COVID-19 crisis in
Chittagong hill tracts, Bangladesh: A qualitative study. Foods, 11(19),
3103.

Tarafder, M. T. R., Mohiuddin, A. B., Ahmed, N., Shihab, M. A., & Kabir, M. F.
(2022). Block chain-Based Solutions for Improved Cloud Data Integrity
and Security. BULLET: Jurnal Multidisiplin Ilmu, 1(04), 736-748.

Tarafder, M. T. R., Mohiuddin, A. B., Ahmed, N., Shihab, M. A., & Kabir, M. F.
(2023). The Role of Al and Machine Learning in Optimizing Cloud
Resource Allocation. International Journal of Multidisciplinary Sciences and
Arts, 2(1), 262-27.

Venaik, U., Dalal, A., Mittal, M., Kushwaha, A., & Kumar, L. (2024). NLP Project
Report: Textual Emotion-Cause Pair Extraction in Conversations. Journal
of Computational Analysis and Applications, 33(7).

Z. Hossain, N. Ahmed, S. N. Jahan, A. M. Yoshi and A. Rohan, "Reinforcement
Learning Approaches In Open-Ended Environments," 2024 6th
International Conference on Electrical, Control and Instrumentation Engineering
(ICECIE), Pattaya, Thailand, 2024, PP- 1-8, doi:
10.1109/1CECIE63774.2024.10815636.

188



