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(DPRD), and the validity of technological evidence in
the evidentiary process according to criminal

T | T p— procedural law. This study uses a normative-empirical
@ ® legal method with a conceptual approach and a case

approach. Data were obtained through a literature
review of primary, secondary, and tertiary legal
materials, and supported by an analysis of the practice
of applying technology in investigations. The results of
the study indicate that the use of technology in
investigations and inquiries has a legal basis sourced
from the Criminal Procedure Code, the Electronic
Information and Transactions Law, and the Police
Law. In practice, technologies such as CCTV,
telecommunications data, and digital forensics play an
important role in helping investigators uncover crimes
more objectively and accurately. Legally, technological
evidence is basically legitimate for use in the criminal
evidentiary process as long as it is obtained through
legal procedures, its authenticity and integrity are
maintained, and it meets the principles of legality,
authenticity, and integrity.
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INTRODUCTION

The development of information technology has brought significant
changes to the criminal justice system in Indonesia, particularly in the
investigation and prosecution of criminal acts. This digital transformation has
not only impacted the way investigators gather information but has also
transformed the standards and paradigms of evidence in modern law
enforcement. Investigators no longer rely solely on traditional methods such as
witness testimony, suspect confessions, or conventional evidence, as these
methods often carry a high degree of subjectivity and are susceptible to various
factors such as psychological pressure, limited memory, or manipulation by
certain parties.

In response to these challenges, investigators are now utilizing various
forms of digital technology that can strengthen the evidentiary process through
objective, systematic, and scientifically verifiable data. One of the most
commonly used forms of technology is CCTV footage, which can record the
chronology of events in real time, providing a visual depiction impossible with
traditional witness testimony. Furthermore, digital forensics has become a crucial
tool in uncovering electronic evidence from digital devices, such as cell phones,
computers, social media accounts, and digital activity logs, which can illustrate
the communication patterns and movements of perpetrators.

Another technology that plays a significant role is BTS (Base Transceiver
Station) tracking and telecommunications device metadata analysis. Through
these techniques, investigators can determine a person's location at a specific time
based on their device's connection data to the BTS tower. This information is
extremely helpful in confirming alibis, mapping the perpetrator's movements,
and reconstructing the sequence of events more accurately.

Furthermore, the use of electronic data analysis, including call data
records, digital messages, electronic transactions, and audio or video recordings,
provides a new dimension of evidence that strengthens the reliability of
investigations. Electronic evidence obtained through legitimate procedures is
also legally recognized as stipulated in the Electronic Information and
Transactions (ITE) Law and various other implementing regulations.

Thus, the use of digital technology not only increases the effectiveness and
efficiency of investigators' work but also encourages a more modern, transparent,
and accountable law enforcement process. Technology enables more objective,
accurate, and scientifically verifiable evidence, thereby reducing reliance on
subjective evidence and improving the quality of evidence in the Indonesian
criminal justice system. The application of Scientific Crime Investigation (SCI) in
the investigation and inquiry process is a modern approach that prioritizes the
use of scientific methods, digital technology, and forensic analysis to uncover
crimes more accurately and objectively. SCI emphasizes that every step —from
identification and collection to securing and analyzing evidence —must be
conducted in accordance with scientific standards to ensure legal accountability.
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During the investigation phase, SCI is used to gather initial information
through scientific observation, crime scene analysis, and systematic data
collection of initial evidence. Techniques such as crime scene photography,
sketching, digital mapping, and physical and electronic trace tracing are
conducted according to standard procedures.

During the investigation phase, SCI plays a crucial role in analyzing
evidence using forensic laboratories, including digital forensics, ballistics,
serology, toxicology, and communication network analysis. Each piece of
evidence is processed through scientific methods to uncover the modus
operandi, the identity of the perpetrator, and the relationship between the
evidence and the crime. A strict chain of custody is implemented to ensure the
validity of the evidence and ensure its suitability for presentation in court.

Thus, the SCI approach makes the law enforcement process more
modern, transparent, and effective. In addition to increasing the success rate of
solving cases, SCI also strengthens the quality of evidence to convince judges
legally and scientifically, in accordance with the principles of a professional and
accountable criminal justice system.

The murder case of a former member of the Langkat Regional People's
Representative Council (DPRD) is a concrete example demonstrating how
advances in information technology have significantly contributed to the
effectiveness of the investigation and prosecution of serious crimes. In this case,
investigators utilized various modern technological instruments to trace the
perpetrators' involvement, strengthen the legal framework, and ensure that each
stage of the investigation was based on valid and accountable evidence.

One prominent technological aspect in solving this case was the
investigators' ability to track the movements of the perpetrator and victim
through the use of electronic data. Technologies such as BTS (Base Transceiver
Station) tracking, GPS location analysis on mobile devices, and CCTV footage
from various points passed by the victim and perpetrator were used
simultaneously to depict movement patterns consistent with the chronology of
the incident. This data provided objective information and helped investigators
refute or verify the alibis of the parties involved.

Furthermore, investigators also relied on digital forensics to extract
various forms of electronic evidence from the digital devices of the perpetrators
and victims. Through digital forensics, investigators were able to discover
communication histories, traces of conversations via instant messaging
applications, phone calls, voice recordings, digital documents, and even photos
or videos related to the crime. This information was then analyzed to uncover the
motive, the relationship between the perpetrators, and the sequence of actions
before and after the murder.

The use of technology also allows investigators to systematically
reconstruct the chronology of events, based on the integration of digital evidence,
physical evidence, and witness testimony. This approach not only strengthens
the validity of the investigation but also provides a more accurate picture of the
sequence of events, the location of the incident, and the role of each individual in
the crime.
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LITERATURE REVIEW

However, the use of technology in this case is not without its challenges,
both technical and legal. Technically, investigators face limitations in their ability
to analyze large amounts of data (big data), device damage, encryption, or the
perpetrator's attempts to erase digital traces. The digital forensics process also
requires specialized expertise and adequate equipment to ensure scientifically
sound findings.

Legally, challenges arise regarding the validity of electronic evidence,
data acquisition procedures, and compliance with the chain of custody principle
to ensure the authenticity and integrity of digital evidence. Deviations in
procedures can potentially weaken the evidentiary value and open the door to
objections from the defendant. Furthermore, investigators must ensure that all
seizures, searches, and examinations of electronic evidence comply with
statutory provisions, particularly the Criminal Procedure Code (KUHAP) and
the Electronic Information and Transactions (ITE) Law.

Thus, the murder case of a former member of the Langkat Regional
People's Representative Council (DPRD) not only demonstrates the successful
use of technology in law enforcement, but also highlights the importance of
aligning technical capabilities with legal certainty so that technology can be used
effectively, legally, and accountably in the criminal justice process.

Legally, the use of technology in the investigative process must be within
clear legal boundaries and in line with statutory provisions. The Criminal
Procedure Code (KUHAP), the primary source of Indonesian criminal procedure
law, does not explicitly include digital or electronic evidence within the
categories of evidence regulated in Article 184 of the KUHAP. It only recognizes
five types of evidence: witness testimony, expert testimony, letters, clues, and
defendant testimony. This ambiguity creates a normative gap when investigators
must handle evidence originating from electronic devices or digital systems.

To fill this gap, the Electronic Information and Transactions Law (UU
ITE) was enacted, which expressly legitimizes electronic information and/or
electronic documents as valid evidence. This provision represents a significant
milestone in the modernization of evidentiary law in Indonesia, as it recognizes
that digital transactions and interactions produce legally accountable data. The
ITE Law and its amendments also stipulate that electronic evidence has the same
standing as conventional evidence as long as it meets legal acquisition
procedures.

However, in practice, investigations involving digital technology still
face a number of challenges and debates, particularly regarding the legality of
digital seizure procedures, the authentication of electronic evidence, and the
protection of privacy rights.

From a procedural perspective, the seizure of digital evidence often raises
issues due to the nature of electronic data, which is easily damaged, altered, or
deleted. The Criminal Procedure Code (KUHAP) does not yet provide technical
guidelines on the correct procedures for confiscating, copying, securing, and
examining digital devices. Consequently, investigators must refer to internal
regulations such as Police Regulations (Perkap) or Standard Operating
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Procedures (SOPs), but these regulations are not as firmly grounded as law. This
leaves room for defendants to challenge the legality of seizures.

Another challenge arises in the authentication and integrity of electronic
evidence. Digital evidence must be proven authentic through a strict chain of
custody process, from the moment it is discovered until it is presented in court.
Any change, even the slightest change to the data, can weaken its evidentiary
value. Courts require assurance that electronic evidence has not been digitally
modified, manipulated, or contaminated, potentially compromising its validity.

Furthermore, the issue of protecting privacy rights is crucial in the
context of technology-based investigations. Collecting electronic data such as
communication histories, CCTV recordings, or location tracking has the potential
to involve personal information protected by the constitution and laws and
regulations. Investigators must ensure that these actions are conducted with
legitimate authority, have probable cause, and do not exceed the limits necessary
for the purposes of the investigation. Failure to do so can lead to human rights
violations and compromise the legality of evidence.

Therefore, although the ITE Law has normatively expanded the scope of
evidence in the Indonesian legal system, investigators must still implement
appropriate and principled procedures to ensure that the use of technology in
investigations remains lawful, proportional, and respects individual rights.
Harmonization between the Criminal Procedure Code (KUHAP), the ITE Law,
and other technical regulations is essential for optimal acceptance of digital
evidence.

METHODOLOGY

This study employs a normative-empirical legal research approach, a
mixed approach that combines analysis of written legal norms with a study of
their application in practice. This approach was chosen because the issues
studied are not only at the regulatory level but also relate to how these legal
provisions are implemented in the field by law enforcement officials. From a
normative perspective, the study examines various laws, doctrines, and legal
principles that form the basis for case resolution, including provisions regarding
investigators' authority, the principle of restorative justice, and regulations on
conflict resolution mechanisms within the criminal justice system. The normative
analysis also aims to assess the conformity of investigators' actions with
applicable positive legal provisions.

Meanwhile, from an empirical perspective, the study examines facts on
the ground through interviews, observations, and analysis of case documents.
Empirical research focuses on the behavior of law enforcement officials,
community responses, social dynamics, and practical obstacles to implementing
legal provisions. Through this approach, the research can demonstrate whether
legal regulations have been implemented effectively, consistently, and in
accordance with their stated purpose.

By combining these two approaches, normative-empirical legal research
allows researchers to identify the gap between ideal law (das sollen) and the law
in practice (das sein), while simultaneously providing a comprehensive picture
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of the effectiveness of the application of legal norms in actual social contexts. This
mixed approach is particularly relevant for examining legal issues that require
both theoretical and practical understanding.

In this research, a conceptual approach is used to provide a strong
theoretical foundation for analyzing the use of technology in the investigation
and inquiry process. This approach focuses on understanding fundamental
theories and concepts in criminal law and criminal procedure, particularly those
related to the theory of evidence, the digital chain of custody, and the principle
of legality. Through this approach, the research examines how modern
evidentiary theory views electronic evidence and digital forensic results, how the
chain of custody concept ensures the authenticity and integrity of digital data in
the investigative process, and how the principle of legality limits or directs the
use of technology to ensure it remains within the legal framework.

Furthermore, the research also uses a case-based approach to directly
examine the structure and process of the investigation into the murder of a
former member of the Langkat Regional People's Representative Council
(DPRD). This approach is conducted by analyzing court decisions, investigative
chronologies, and data related to the mechanisms for using technological
evidence in handling these cases. Through case analysis, the research can
illustrate concrete practices in the field regarding the effectiveness of technology
use by investigators, including how electronic evidence is collected, verified, and
used as a basis for solving criminal cases.

Using normative juridical methods, this research utilizes primary legal
materials, such as Law Number 8 of 1981 concerning Criminal Procedure Code
(KUHAP), Law Number 11 of 2008 concerning Electronic Information and
Transactions as amended by Law Number 19 of 2016, the Police Law, and other
regulations relating to the authority and procedures for using technology in the
investigative process. These primary legal materials provide a normative basis
for how electronic evidence, digital forensics, and other technological
instruments are recognized and used in the criminal justice system.

In addition, this research also relies on secondary legal materials, such as
legal literature, scientific journals, textbooks, expert opinions, previous research
results, and academic commentary regarding the application of technology in
law enforcement. These secondary materials help interpret written norms, enrich
theoretical understanding, and clarify legal positions in modern investigative
practice.

In addition, tertiary legal materials such as legal dictionaries,
encyclopedias, and regulatory indexes are used to clarify technical concepts and
terms related to forensic technology, electronic evidence, and evidentiary theory.

To process and interpret the data obtained, this study applies analytical
descriptive analysis techniques. This technique is carried out by systematically
describing legal facts, investigative phenomena, and the mechanisms of
technology use, then connecting them to applicable legal theory and norms.
Descriptive analysis provides an objective picture of investigative practice, while
analytical analysis serves to test the suitability of the data.
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RESEARCH RESULT AND DISCUSSION
A. Legal Basis for the Use of Technology in Criminal Investigations and
Prosecutions in Indonesia

The use of technology in criminal investigations and probings in Indonesia
is essentially based on several laws and regulations. In general, investigators'
authority to seek and collect evidence is regulated by the Criminal Procedure
Code (KUHAP), specifically regarding inquiries, searches, seizures, and the
gathering of evidence. Although the KUHAP does not explicitly regulate digital
evidence or forensic technology, this authority remains the normative basis for
law enforcement officials to use modern means to uncover crimes.

A more specific legal basis for the use of technology is contained in Law
Number 11 of 2008 concerning Electronic Information and Transactions in
conjunction with Law Number 19 of 2016, particularly the provision recognizing
Electronic Information and/ or Electronic Documents and their printouts as valid
legal evidence. This provision expands the criminal evidence system, which
previously relied solely on Article 184 of the KUHAP. With this recognition,
various forms of evidence, such as CCTV footage, digital messages,
communication histories, location data, call data records, and other electronic
documents, can be used in the evidentiary process.

Furthermore, the use of technology in investigations is supported by Law
Number 2 of 2002 concerning the Indonesian National Police, which authorizes
the police to carry out their investigative and inquiry functions professionally by
utilizing science and technology. In practice, this is further reinforced through
internal police policies, such as the implementation of Scientific Crime
Investigation (SCI), a modern investigative method that emphasizes the use of
scientific approaches, forensic laboratories, and digital analysis in solving crimes.

Thus, it is understandable that the legal basis for the use of technology in
the investigation and inquiry process in Indonesia rests not only on the Criminal
Procedure Code (KUHAP), but is also reinforced by the ITE Law, the Police Law,
and scientific approaches in modern law enforcement. This demonstrates that the
Indonesian criminal justice system has gradually adapted to developments in
information technology.

B. Application of Technology in Solving the Murder Case of a Former Langkat
Regional People's Representative Council Member

Based on research results, the resolution of the murder case of a former
Langkat Regional People's Representative Council member demonstrates the
crucial role of technology in the investigation and prosecution of serious crimes.
In murder cases, technology serves not only as a fact-finding tool but also as an
instrument to strengthen the objective construction of evidence. In this context,
law enforcement officials can utilize various forms of technology such as CCTV
footage, communication data, mobile phone location traces, and digital device
analysis to reconstruct the criminal incident.

The application of technology in solving murder cases generally involves
several stages. First, investigators trace the movements of the victim and related
parties using electronic data such as CCTV footage around the scene, travel
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routes, and points suspected of being linked to the crime. Second, investigators
can use BTS (Base Transceiver Station) data or other telecommunications data to
determine the location of mobile devices at specific times. This data is highly
relevant for testing alibis, observing movement patterns, and linking the
perpetrator to the scene.

Third, the application of digital forensics allows investigators to extract
data from electronic devices such as mobile phones, laptops, and digital
communication accounts. Through this process, investigators can discover traces
of conversations, phone calls, electronic documents, photos, videos, and
metadata that can shed light on the relationship between the victim and the
perpetrator, the motive, and the sequence of events before and after the crime. In
murder cases, this type of digital evidence is crucial because it can serve as a link
between physical evidence, witness testimony, and expert testimony.

However, the application of technology in solving the murder of a former
member of the Langkat Regional People's Representative Council (DPRD) must
also be understood carefully. From an academic perspective, the use of
technology should be viewed as a relevant and logical tool in modern
investigations, unless its full use has been explicitly proven in case files, court
decisions, or official investigative documents. Therefore, analytically, it can be
concluded that the application of technology in this case demonstrates how
modern investigations require the integration of conventional and technology-
based evidence to produce a more effective and objective law enforcement
process.

C. Legal Analysis of the Validity of Technological Evidence in the Proof Process
According to Criminal Procedure Law

From a legal perspective, the validity of technological evidence in criminal
proceedings in Indonesia is part of the development of modern evidentiary law.
The Criminal Procedure Code (KUHAP), as the primary criminal procedural law,
does not explicitly mention electronic evidence as a type of evidence under
Article 184 of the KUHAP. This article only recognizes five types of evidence:
witness testimony, expert testimony, letters, clues, and defendant testimony. This
situation creates problems when investigators and public prosecutors encounter
evidence originating from digital devices or electronic systems.

This normative gap was then filled by the ITE Law, which recognizes
Electronic Information, Electronic Documents, and printouts as valid legal
evidence. Thus, technology-based evidence is inherently legally binding, as long
as it is obtained through legitimate and legally accountable procedures. In
criminal justice practice, technological evidence typically does not stand alone
but is associated with other forms of evidence such as expert testimony, letters,
and clues.

The validity of technological evidence depends heavily on three essential
elements: legality of acquisition, authenticity, and integrity. First, from a legal
perspective, evidence must be obtained through legitimate procedures, such as
seizure, search, or data request, in accordance with the investigator's legal
authority. Second, from an authenticity perspective, evidence must be proven to
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be authentic from its original source. Third, from an integrity perspective, the
evidence must be protected from alteration, manipulation, or contamination
from the time it is discovered until it is presented in court. In this regard, the
principle of chain of custody is crucial for maintaining its evidentiary value.

From a criminal procedural law perspective, technological evidence can
be deemed valid if it meets formal and material requirements. Formally, evidence
must be obtained according to legal procedures. Materially, the evidence must
be relevant, verifiable, and logically related to the criminal event being examined.
Therefore, although Indonesian positive law has opened up space for the use of
technology in the provision of evidence, its application must be carried out
carefully to avoid violating the right to privacy, the principle of due process of
law, and human rights.

Thus, the legal analysis shows that technological evidence is essentially
valid and can be used in criminal proceedings in Indonesia. However, its
evidentiary strength is largely determined by the method of acquisition, the
examination process, and guarantees of its authenticity and integrity. Therefore,
harmonization between the Criminal Procedure Code (KUHAP), the ITE Law,
and technical investigative guidelines is crucial for optimal acceptance of
technological evidence in the Indonesian criminal justice system.

CONCLUSIONS AND SUGGESTIONS
A. Conclusion

Based on the research results and discussion, it can be concluded that the use of
technology in the investigation and prosecution of criminal acts in Indonesia has a strong
legal basis, both through the Criminal Procedure Code (KUHAP), the ITE Law, and the
Police Law. The presence of technologies such as CCTV, telecommunications data, and
digital forensics has made a significant contribution to supporting a more objective,
effective, and accurate evidentiary process. In solving the murder case of a former
member of the Langkat Regional People's Representative Council (DPRD), the
application of technology demonstrated that digital-based evidence can play a vital role
in assisting investigators in tracing criminal events, linking perpetrators to incidents,
and strengthening the construction of evidence. Legally, technological evidence is
essentially legitimate for use in criminal evidence proceedings, as long as it is obtained
through legitimate procedures, its authenticity is maintained, and it meets the principles
of legality, authenticity, and integrity.

B. Recommendations

It is recommended that the government and lawmakers reform criminal
procedural law, particularly by providing more stringent regulations regarding the
status, procedures for obtaining, and examination of technological evidence in criminal
proceedings. Furthermore, law enforcement officials need to improve their technical
capacity and professionalism in the use of forensic technology so that digital-based
evidence can be conducted accurately and responsibly. Furthermore, clearer operational
standards are needed for the handling of electronic evidence, including the
implementation of chain of custody, so that digital evidence presented in court has
optimal probative value and does not give rise to legal disputes.
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