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    ABSTRACT

    This study aims to analyze the legal regulation of biometric data protection in digital identity verification systems in Indonesia, identify existing juridical problems and normative gaps, and formulate an ideal legal reconstruction model. The research employs a normative juridical method using statutory and conceptual approaches. The findings indicate that although Indonesia has established a legal framework through Law Number 27 of 2022 concerning Personal Data Protection, Government Regulation Number 71 of 2019, and constitutional guarantees under Article 28G paragraph (1) of the 1945 Constitution, significant regulatory deficiencies remain. Major issues include inadequate consent mechanisms, the absence of specific standards for biometric data retention and deletion, limited algorithm auditing, and weak accountability for data breaches. These deficiencies create a normative gap between technological development and legal protection. This study proposes a legal reconstruction model emphasizing meaningful consent, risk-based regulation, independent algorithm auditing, strict liability, independent supervision, and the implementation of privacy by design and accountability by design to strengthen legal certainty, privacy protection, and public trust in the digital era.
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INTRODUCTION


Digital
transformation in Indonesia has driven fundamental changes in identity governance
and legal relations between the state, corporations, and society, particularly
through the adoption of biometric-based digital identity verification systems
in various sectors, such as banking, fintech, telecommunications, healthcare,
and public services (Bangsawan, 2023). The implementation of electronic Know
Your Customer (e-KYC), which utilizes facial, fingerprint, iris, and voice
recognition technology, demonstrates a shift from conventional identification
systems to authentication systems based on individual biological
characteristics that are unique and difficult to counterfeit (Putra, 2023). In
law, this development is not only related to service efficiency and fraud
prevention, but also creates a new model of legal relations that places biometric
data as an object of control and control by electronic system providers. It
aligns with regulatory frameworks such as Law Number 27 of 2022 concerning
Personal Data Protection and Government Regulation Number 71 of 2019 concerning
the Implementation of Electronic Systems and Transactions both acknowledge the
significance of dependable and secure electronic systems, which emphasizes that
data processing must be conducted lawfully, in a limited manner, and
transparently, as stipulated in Articles 28 and 29 (Sembiring, 2024).


From a legal
perspective, biometric data has characteristics that are fundamentally
different from personal data in general, as it is categorized as specific
personal data, as stipulated in Article 4 of Law Number 27 of 2022 concerning
Personal Data Protection, which includes biometric data as high-risk data
(Sirait, 2023). These characteristics are inherent in the human body, are
unique, permanent, and cannot be changed in the event of a breach, thus posing
far more serious legal risks than data such as passwords or identification
numbers, which can be updated. (Rizki, 2023) Therefore, biometric data
processing must be subject to a higher degree of precautionary principles,
including the obligation of data controllers to conduct data protection impact
assessments as stipulated in Article 34 of the PDP Law, particularly in cases
of large-scale data processing, the use of new technologies, and automated
decision-making that significantly impacts data subjects (Palindria, 2024).


However, in empirical
practice, the use of biometric data in digital identity verification services
in Indonesia has shown various serious problems, including biometric data
leakage, use without valid consent, excessive data collection, and the use of
data for secondary purposes without a clear legal basis (Rizki, 2026).
Furthermore, the lack of transparency in AI-based verification algorithms has
the potential to lead to misidentifications, such as false matches and false
rejections, which can negatively impact the public, including denial of service
access or identity misuse (Rizki, 2026). The situation indicates that the data
controller's obligation to maintain security and prevent unauthorized access,
as stipulated in Articles 35 and 39 of the PDP Law, has not been fully
implemented effectively, thus opening up space for privacy violations and data
misuse by certain parties in the digital ecosystem.


Normatively, the
legal framework for biometric data protection in Indonesia still shows a gap
between technological developments and existing legal regulations, primarily
due to the lack of regulations specifically governing biometric data processing
standards in the context of digital identity verification. Although the PDP Law
regulates general principles such as consent, processing purposes, and data
deletion obligations in Articles 40 to 43, there are no detailed regulations
regarding biometric data retention standards, algorithm audits, or
accountability mechanisms in the event of data breaches.(Asokawati, 2024). It
indicates a normative gap between the need to protect sensitive data and legal
constructions that are still general and not yet adaptive to developments in
biometric technology.


From a constitutional
standpoint, the protection of biometric data is closely linked to the right to
privacy, which is one of the human rights protected by Article 28G paragraph
(1) of the Republic of Indonesia's 1945 Constitution, which upholds everyone's
right to the protection of themselves, their families, their honor, their dignity,
and their property. (Fauzy, 2022) In this context, processing biometric data
without adequate controls has the potential to violate the principle of human
dignity and open up space for the formation of a surveillance society, where
individuals lose control over the data attached to their own bodies (Syarifah,
2024). Therefore, a legal approach that is solely administrative and based on
formal compliance is insufficient to guarantee the protection of people's
constitutional rights, necessitating a more substantive approach based on the
principles of proportionality and informational self-determination.


The weaknesses in
legal protection for biometric data ultimately have a direct impact on social
life, including decreasing public trust in digital services, increasing the
risk of digital victimization, and the potential for discrimination due to
algorithmic bias in identity verification systems. Furthermore,
misidentification can lead to social exclusion, particularly for vulnerable
groups who are unable to access services due to biometric system failures. This
situation indicates that the law has not fully functioned as a means of social
engineering capable of creating justice and order in a digital society.
Therefore, a reconstruction of a legal reform model is needed that is not only
normative but also adaptive, risk-based, and responsive to technological
developments. It requires integrating aspects of privacy law, cyber law,
artificial intelligence, and human rights to ensure effective protection of
biometric data and the benefits of its implementation for social life.


 


LITERATURE REVIEW


The rapid development
of digital transformation has significantly altered the governance of identity
verification across various sectors, including banking, financial technology,
telecommunications, healthcare, and public services. One of the most notable developments
is the implementation of biometric-based digital identity verification systems
through electronic Know Your Customer (e-KYC) mechanisms utilizing facial
recognition, fingerprints, iris scans, and voice authentication. Biometric
technology offers enhanced efficiency, security, and fraud prevention; however,
it simultaneously raises substantial legal concerns regarding privacy rights,
personal data protection, and accountability in digital governance. In
Indonesia, biometric data protection is primarily governed by Law Number 27 of
2022 concerning Personal Data Protection, Government Regulation Number 71 of
2019 concerning Electronic Systems and Transactions, and constitutional
guarantees under Article 28G paragraph (1) of the 1945 Constitution. Despite
these regulatory foundations, concerns remain regarding whether existing legal
norms are sufficient to address the unique characteristics and risks associated
with biometric data processing.


The discussion
concerning the inadequacy of legal frameworks in responding to technological
developments is commonly associated with the concept of a normative gap or
legal vacuum (rechtvacuum). A legal vacuum occurs when technological innovation
evolves more rapidly than the legal system, resulting in insufficient
regulation, uncertainty, and weak legal protection. Within the context of
biometric data, such concerns become particularly significant because biometric
identifiers are unique, permanent, and inherently linked to individual
identity. Unlike passwords or identification numbers, biometric information
cannot easily be altered once compromised. Consequently, deficiencies in legal
regulation may create substantial risks of privacy violations, identity theft,
discrimination, and unauthorized surveillance. Therefore, legal reconstruction
becomes necessary to ensure that legal norms remain adaptive, responsive, and
capable of protecting fundamental rights within increasingly complex digital
environments.


Previous studies have
extensively discussed biometric data protection from the perspective of privacy
rights and personal data governance. Yuniarti (2019) argues that personal data
protection constitutes a fundamental legal requirement in the digital era and
should be recognized as an essential component of individual rights. Similarly,
Niffari (2020) emphasizes that personal data protection forms part of the
broader framework of human rights protection and highlights the importance of
state responsibility in safeguarding personal information. Fauzy (2022) further
explains that the enactment of the Personal Data Protection Law reflects
Indonesia’s growing commitment to recognizing privacy as a constitutional
right. These studies establish the theoretical and normative foundation of
personal data protection but provide limited analysis regarding the specific
legal implications arising from biometric identity verification systems.


Scholarly attention
has also focused on the legal characteristics and risks associated with
biometric data processing. Sirait (2023) explains that biometric data possesses
unique attributes that distinguish it from ordinary personal data because it is
inherently attached to the human body and difficult to modify once compromised.
Rizki (2023) similarly analyzes the collection of biometric data through
artificial intelligence technologies and argues that the processing of
biometric information without meaningful consent creates substantial legal and
ethical concerns. Asokawati (2024) further highlights comparative challenges in
protecting biometric data within the banking sector and demonstrates that the
sensitivity of biometric information requires stronger legal safeguards than
those currently provided by general personal data regulations. These studies
collectively emphasize the vulnerability of biometric data but largely
concentrate on sectoral applications rather than broader legal reconstruction.


Another area of
discussion concerns the implementation of biometric technology within digital
verification systems and the associated privacy risks. Putra (2023) examines
the implementation of electronic Know Your Customer (e-KYC) systems and
concludes that biometric verification contributes significantly to enhancing
account security and fraud prevention. However, Sembiring (2024) argues that
technological efficiency should be accompanied by privacy-by-design principles
to ensure that privacy rights are integrated into system architecture from the
outset. Palindria (2024) further warns that emerging technologies such as
artificial intelligence and deepfake systems create additional risks for
biometric security and may facilitate identity manipulation if legal safeguards
remain inadequate. These studies indicate that technological innovation
requires corresponding legal adaptation to mitigate emerging risks effectively.


The issue of consent
and data subject control has likewise become an important subject of academic
discussion. Syarifah (2024) emphasizes that Articles 20 and 21 of the Personal
Data Protection Law establish consent as the primary legal basis for processing
biometric information. Nevertheless, practical implementation often relies on
formalistic consent mechanisms that fail to ensure meaningful understanding by
data subjects. This concern aligns with the findings of Niffari (2020), who argues
that effective personal data protection requires not only legal authorization
but also genuine individual control over personal information. Although these
studies recognize weaknesses in consent mechanisms, they primarily focus on
doctrinal interpretation rather than proposing comprehensive institutional
reforms.


Recent scholarship
has also highlighted growing concerns regarding legal accountability and data
breach protection. Setiawan (2022) discusses the increasing frequency of
personal data breaches in Indonesia and emphasizes the need for stronger legal
enforcement mechanisms. Likewise, Rizki (2026) analyzes legal responsibility
arising from biometric data breaches involving digital platforms and
demonstrates how weaknesses in supervisory systems may undermine public trust
in digital services. These studies reveal that legal accountability remains one
of the most significant challenges in contemporary biometric data governance.
However, most analyses focus on post-breach liability rather than preventive
regulatory frameworks capable of reducing risks before violations occur.


In addition to
privacy and accountability concerns, several studies acknowledge the importance
of regulatory oversight and digital governance. Bangsawan (2023) explains that
digital transformation requires comprehensive governance mechanisms capable of
balancing technological innovation and legal protection. Arif (2025) similarly
argues that constitutional digital governance should incorporate risk-based
regulation and stronger institutional supervision to ensure that technological
development remains compatible with constitutional rights. Nevertheless,
existing studies provide limited discussion regarding the establishment of
independent supervisory institutions, algorithm auditing mechanisms, or
specialized governance models specifically designed for biometric verification
systems.


Although previous
studies have examined personal data protection, privacy rights, biometric
technologies, consent mechanisms, legal accountability, and digital governance,
most of them address these issues separately and from fragmented perspectives.
Existing scholarship generally focuses on privacy protection, technological
risks, or sector-specific applications of biometric data. Limited attention has
been devoted to examining the normative gap underlying biometric data
governance in digital identity verification systems as a distinct legal
phenomenon requiring comprehensive legal reconstruction. Furthermore, there
remains a lack of integrated analysis connecting constitutional privacy rights,
personal data protection principles, artificial intelligence governance,
regulatory oversight, and institutional accountability within a unified legal
reform framework.


Accordingly, a
significant research gap exists regarding the reconstruction of legal renewal
models for biometric data protection in Indonesia. This study seeks to fill
that gap by analyzing existing legal regulations governing biometric data
protection, identifying normative deficiencies and implementation challenges
within digital identity verification practices, and proposing a comprehensive
legal reform model based on privacy rights and digital governance principles.
The novelty of this research lies in its effort to conceptualize biometric data
not merely as sensitive personal information but as an extension of human
identity and dignity requiring enhanced legal protection through meaningful
consent, risk-based regulation, algorithm auditing, independent supervision,
strict liability mechanisms, and privacy-by-design governance. Such an approach
is expected to strengthen legal certainty, protect constitutional privacy
rights, and promote responsible digital transformation in Indonesia.


 


METHODOLOGY


The
methodology used in this work is normative juridical research, a legal research
approach that emphasizes secondary legal sources as the primary source and
concentrates on the analysis of applicable positive legal norms, to find
relevant legal principles, doctrines, and concepts in answering the legal
issues studied. The approaches used include the statute approach and the
conceptual approach, where the statutory approach is carried out by
systematically reviewing all laws and regulations related to biometric data
protection and digital identity verification, including tracing the hierarchy,
synchronization, and ratio legis of these legal norms to assess the suitability
and adequacy of their regulations to technological developments, while the
conceptual approach is carried out by reviewing the doctrines, principles, and
legal theories that have developed in legal science, such as the concept of
personal data protection, the right to privacy, and the principles of
proportionality and informational self-determination, to build comprehensive
legal arguments in analyzing and reconstructing the legal reform model.
Statutory regulations serve as primary legal materials for this study;
scientific literature, journals, and expert opinions serve as secondary legal
materials; and tertiary legal elements serve as supporting materials, all of
which are analyzed qualitatively using deductive reasoning methods to conclude
general norms to specific problems, so that it is expected to be able to
provide appropriate, systematic, and argumentative legal prescriptions in answering
the problems studied.


 


RESULT AND DISCUSSION


Normative Analysis of Legal
Regulations for Biometric Data Protection in Digital Identity Verification
Systems in Indonesia


As the
lex generalis that governs all facets of personal data processing, Law Number
27 of 2022 concerning Personal Data Protection (PDP Law) is the primary legal
framework that cannot be separated from a normative analysis of the legal
provisions for biometric data protection in Indonesia's digital identity verification
system. Any information about an identified or identifiable person, whether
directly or indirectly through electronic or non-electronic means, is
considered personal data, according to Article 1, number 1 of the PDP Law.
Additionally, biometric data is specifically included in the specific personal
data category, which has a higher level of protection, according to Article 4
paragraphs (1) and (2), which divide personal data into two categories: general
personal data and specific personal data. This classification demonstrates that
the state has normatively recognized the differences in risk levels between
ordinary data and biometric data, thus demanding stricter protection standards
in every management process (Yuniarti, 2019).


The
Personal Data Protection Law (PDP) regulates the basic principles of personal
data processing relevant to the context of digital identity verification,
specifically as stipulated in Articles 27 and 28, which require data processing
to be limited, specific, legally valid, transparent, and in accordance with the
purpose of the processing. This principle has important implications for the
use of biometric technologies such as facial recognition or fingerprint
recognition in e-KYC systems, as any collection and use of biometric data must
have a clear legal basis and a legitimate purpose. Furthermore, Article 20 of
the PDP Law emphasizes that the processing of personal data must be based on
the valid consent of the data subject, which must be explicit and given after
adequate information regarding the purpose of the processing. In this context,
consent serves as the primary foundation for legal legitimacy in biometric
data, although in practice, issues regarding the validity and quality of such
consent often arise (Niffari, 2020).


In terms
of data protection and security, the Personal Data Protection Law imposes quite
strict obligations on personal data controllers, as stipulated in Articles 35
to 39. These obligations require controllers to protect data from unauthorized
access, maintain confidentiality, and implement a reliable and responsible
security system. Article 39 specifically emphasizes the obligation to prevent
unauthorized access to personal data through secure electronic systems, which,
in the context of biometrics, is crucial given the irreversible nature of data
leaks. Furthermore, Article 34 of the Personal Data Protection Law also
requires a data protection impact assessment for high-risk data processing,
including biometric data processing and the use of new technologies such as
artificial intelligence. These provisions, as a norm, have led to a risk-based
approach, but their implementation remains challenging in practice (Arif,
2025).


Beyond
the PDP Law, regulations related to digital identity verification systems are also
stipulated in Every electronic system provider is required by Government
Regulation Number 71 of 2019 concerning the Implementation of Electronic
Systems and Transactions (PP PSTE) to provide a dependable, safe, and
accountable system. This PP also regulates the obligation to protect personal
data in electronic systems as part of the provider's obligations, including the
obligation to maintain data confidentiality, integrity, and availability.
However, PP 71 of 2019 is still general in nature and does not specifically
regulate the characteristics of biometric data in digital authentication
systems, leaving room for wide interpretation in its implementation,
particularly regarding technical standards and legal liability in the event of
a data breach (Puspitasari, 2024).


Regarding
constitutional rights, the protection of biometric data is inextricably linked
to the right to privacy guaranteed by Article 28G paragraph (1) of the Republic
of Indonesia's 1945 Constitution, which safeguards each person's privacy,
honor, dignity, and sense of security. The preamble of the Personal Data
Protection Law highlights that protecting personal data is an essential human
right that the government must uphold (Setiawan, 2022). Therefore, any
biometric data processing that fails to comply with the principles of personal
data protection has the potential to violate citizens' constitutional rights.
It reinforces the argument that legal regulations regarding biometric data are
not merely administrative but also have fundamental constitutional dimensions.


Although
Indonesia has a relatively comprehensive legal framework through the PDP Law
and the PP PSTE, upon closer analysis, these regulations are not yet fully able
to accommodate the unique, inherent, and irreversible characteristics of
biometric data. The absence of specific regulations regarding standards for the
use of biometrics in digital identity verification, such as mandatory algorithm
audits, biometric data retention limits, and accountability mechanisms in the
event of leaks, indicates that the existing legal construction is still general
and not yet adaptive to technological developments. Therefore, although the
principles of legality and legal certainty have been formally fulfilled, from
the perspective of justice and utility, these regulations still require
strengthening and reconstruction to be able to provide effective protection for
people's privacy rights in the increasingly complex digital era.


 


Legal Problems and Normative Gaps
in Biometric Data Protection in Digital Identity Verification Practices


The legal
challenges of biometric data protection in digital identity verification
practices in Indonesia fundamentally demonstrate a discrepancy between the
legal norms enshrined in both the empirical realities on the ground and Law
Number 27 of 2022 respecting Personal Data Protection (PDP Law). Normatively,
the PDP Law's Article 16 paragraph (2) mandates that processing of personal
data be done legally, in a restricted, specific, and transparent manner, and
that security and protection from unauthorized access be guaranteed. But in
reality, there are many instances of personal data leaks, including information
utilized in the e-KYC procedure, demonstrate that these principles have not
been fully implemented effectively. The widespread phenomenon of data leaks in
the fintech and digital services sectors demonstrates a systemic failure in
data protection, which has increased the risk of identity theft, fraud, and
misuse of personal data.


Furthermore,
the issue of the use of biometric data without valid consent is also a
significant legal problem, given that Article 20 paragraph (2) letter a of the
PDP Law explicitly requires explicit consent from the data subject as the basis
for legitimizing personal data processing. In e-KYC practices, consent is often
given formally through a "click agree" mechanism without adequate
user understanding of the risks of biometric data processing. In some cases, as
revealed in judicial reviews at the Constitutional Court, there are arguments
that such consent does not meet high security standards, particularly for
processing high-risk data such as biometrics, which should use stronger
authentication mechanisms such as certified electronic signatures. This
empirically demonstrates that the concept of consent in the PDP Law is not
fully effective in protecting people's privacy rights.


Another
emerging issue concerns the leakage and misuse of biometric data in the digital
financial services sector, particularly fintech lending, which demonstrates
weaknesses in the implementation of data controllers' obligations as stipulated
in Articles 35 to 39 of the PDP Law concerning the obligation to maintain
security and prevent unauthorized access to personal data. In practice, there
are many cases where users' personal data, including identity data used in the
verification process, is misused to apply for illegal online loans without the
data owner's knowledge. In fact, a legal study on fintech stated that personal
data leaks are a major factor in reducing public trust in digital services and
demonstrate weak oversight and compliance of providers with data protection
standards.


This gap
in norms is also evident in the absence of specific regulations regarding
technical standards for biometric data processing, such as mandatory algorithm
audits in artificial intelligence-based verification systems, even though
Article 34 of the Data Protection and Privacy Law stipulates mandatory data
protection impact assessments for high-risk processing. In practice, the use of
facial recognition technology and AI-based authentication systems is often
non-transparent, potentially leading to misidentifications such as false
matches and false rejections, which can be detrimental to the public. This lack
of algorithm audit standards demonstrates a legal vacuum in regulating the
technological aspects of biometric data protection, preventing the principles
of accountability and transparency from being optimally enforced.


Furthermore,
legal issues arise regarding legal liability and mechanisms for recovering
losses resulting from biometric data leaks. Although Article 12 of the PDP Law
provides data subjects with the right to sue and obtain compensation for
violations of personal data processing, in practice, the mechanism for proving
privacy losses remains very difficult to implement, especially because the
losses incurred are immaterial and long-term. On the other hand, Article 46 of
the PDP Law requires data controllers to notify data protection failures within
3 x 24 hours, but the implementation of this obligation is often not
transparent or late, thus reducing the effectiveness of legal protection for
data breach victims.


Regulatory
disharmony between sectors also exacerbates the normative gap in biometric data
protection. In addition to the PDP Law, various sectoral regulations, such as
the Electronic Information and Transactions Law, Government Regulation Number
71 of 2019, and the Financial Services Authority (OJK) regulations, exist, all
of which address data protection in different contexts. This situation creates
regulatory fragmentation and potential overlapping authority, complicating the
consistent and comprehensive implementation of data protection. Therefore, it
can be concluded that there is a significant normative gap between the
development of biometric technology in digital identity verification systems
and the readiness of the national legal system, resulting in suboptimal
protection of people's privacy rights and an increased risk of social harm in
digital society.


 


Reconstruction of the Legal
Update Model for Biometric Data Protection Based on Privacy Rights and Digital
Governance


The
reconstruction of the legal reform model for biometric data protection in
Indonesia must begin with a repositioning of the paradigm that biometric data
is an extension of bodily identity and human dignity. Therefore, its protection
cannot be placed solely on an administrative regime, but must be based on the
right to privacy as a fundamental right protected by Article 28G paragraph (1)
of the Republic of Indonesia's 1945 Constitution and strengthened by the
preamble and Article 4 of Law Number 27 of 2022 about Personal Data Protection,
which categorizes biometric data as particular personal data. The first
concrete action that must be formulated is the establishment of a Government
Regulation or a Government Regulation in Lieu of a Government Regulation
specifically for sectoral biometric data governance, which explicitly regulates
standards for the collection, verification, storage, processing, cross-border
transfer, and destruction of biometric data. This derivative regulation must
establish minimum technical obligations in the form of end-to-end encryption,
biometric database segregation, mandatory pseudonymization, and a prohibition
on the use of biometric data for secondary purposes without new consent. Thus,
legal reform moves from general norms to operational norms that can be directly
complied with by electronic system administrators. The second concrete step is
the reconstruction of the consent principle, shifting from formal consent to
meaningful consent. While Article 20 of the PDP Law currently requires valid
consent, in e-KYC practice, consent remains a formalistic, click-wrap approach.
Therefore, a new legal model must mandate a layered consent mechanism
specifically for biometric data, for example, through two-step consent,
just-in-time notice, and purpose-specific consent. In practice, every digital
platform must provide a simple explanation of the types of biometrics collected,
the retention period, the risk of data breaches, and who can access the data.
This concrete action can be realized through the mandatory standard consent
dashboard for all banking, fintech, telecommunications, and digital public
service applications, allowing data subjects to view, revoke, limit, or update
consent at any time. This step strengthens individuals' right to control their
own personal data and operationalizes the concept of informational
self-determination within the national legal system.


The
reconstruction must adopt risk-based regulation in response to the irreversible
nature of biometric data and the risks of artificial intelligence technology.
Although Article 34 of the PDP Law already recognizes the obligation to assess
the impact of data protection, this norm needs to be strengthened through
concrete action in the form of a mandatory biometric impact assessment before
digital identity verification systems can be operated commercially or publicly.
Every e-KYC provider is required to submit a risk assessment report to the
supervisory authority, covering system accuracy, algorithmic bias, potential
for false matches, false rejections, and the impact on vulnerable groups.
Furthermore, periodic compliance tests should be required at least every six
months for all facial recognition, fingerprint, and voice authentication
systems used in public services and financial services. With this approach, the
law is no longer reactive after a breach occurs, but rather preventive and
predictive in response to risks.


The next
crucial concrete action is regulating algorithm audits and certification of
national biometric systems. The gap in norms regarding AI transparency must be
addressed through a legal requirement that every AI-based biometric verification
system undergo an independent algorithmic audit by a certified institution
before and during use. This audit must assess the level of accuracy, racial or
gender bias, explainability, model security, and the potential for excessive
use for surveillance. Institutionally, the state needs to establish an
independent Biometric Technology and Data Protection Audit Agency under the
national data protection authority. This institution's function is to conduct
certification, investigate incidents, suspend licenses for non-compliant
systems, and blacklist providers who commit serious violations. This step
represents a concrete implementation of the principle of accountability by
design, which places legal responsibility at the technology design stage.


In terms
of legal accountability, the reconstruction of the legal reform model must
strengthen effective remedial mechanisms for victims of biometric data breaches
or misuse. Currently, Articles 12 and 46 of the Privacy and Data Protection Law
provide for compensation and mandatory notification, but their implementation
remains weak. Therefore, concrete actions that must be included in the legal
reform model include the implementation of strict liability for data
controllers in cases of biometric breaches, given the permanent and
difficult-to-recover nature of the losses. Furthermore, a digital privacy class
action mechanism and a biometric compensation fund should be established, and a
mandatory compensation fund formed from contributions from high-risk electronic
system providers to quickly compensate victims without lengthy litigation. This
model will strengthen access to justice and reduce the burden of proof for
victims of privacy losses, which have been extremely difficult to prove
individually.


The
reconstruction of the legal reform model must be realized through a
privacy-by-design and accountability-by-design approach as mandatory standards
throughout the lifecycle of digital identity verification systems. Concrete
actions include requiring every electronic system provider to implement data
minimization architecture, separation of authentication and storage functions,
high-level biometric encryption, time-based automatic deletion, and access logs
that can be audited in real time by supervisory authorities. On the other hand,
the government needs to develop a national roadmap for biometric data
governance that integrates privacy law, cybersecurity, AI governance, and human
rights into a single cross-sectoral national policy. Through this model, the
law no longer functions merely as a formal legal instrument but rather becomes
a true social engineering instrument capable of building public trust, ensuring
legal certainty, protecting human dignity, and ensuring the equitable benefits
of digital technology for society. 


 


CONCLUSIONS AND RECOMMEDATIONS


The conclusion of
this study shows that the protection of biometric data in the digital identity
verification system in Indonesia has normatively obtained a legal basis through
Government Regulation Number 71 of 2019 concerning the Implementation of
Electronic Systems and Transactions, Law Number 27 of 2022 concerning Personal
Data Protection, and the right to privacy guaranteed by Article 28G paragraph
(1) of the Republic of Indonesia's 1945 Constitution. However, the rapid
development of the use of biometric technology in e-KYC services, digital
banking, fintech, telecommunications, and public services shows that the
existing legal construction still leaves various legal problems and normative
gaps, especially regarding the quality of approval, data retention and deletion
standards, algorithm audits, accountability for data leaks, and mechanisms for
proving privacy losses. This condition confirms the existence of a normative
gap between the development of biometric technology, which is unique, inherent,
and irreversible, and the readiness of the national legal system, which still
tends to be general and administrative. Therefore, reconstructing a legal
reform model based on privacy rights and digital governance is urgently needed
to ensure the law provides comprehensive, responsive, and adaptive protection
against technological risks, while simultaneously strengthening the law's
function as a means of social engineering to achieve justice, legal certainty,
and benefits for the digital society.


The research suggests
that concrete steps from legislators and the government to immediately draft
derivative regulations specifically governing biometric data governance,
including meaningful consent standards, biometric impact assessments,
independent algorithm audits, restrictions on use for secondary purposes, and
strict liability mechanisms for data controllers in the event of leaks or
misuse. Furthermore, the establishment of an independent data protection
oversight body with technical authority to conduct certification, audits,
incident investigations, and enforce sanctions against electronic system
operators processing biometric data is essential. Practically, all sectors
using digital identity verification are required to implement the principles of
privacy by design and accountability by design through data minimization,
high-level encryption, automatic deletion, and a consent control dashboard for
users. Going forward, further research should also be directed at harmonizing
biometric data protection laws with artificial intelligence governance and
cross-border data transfers, so that the Indonesian legal system can respond to
the challenges of global digitalization in a more progressive manner and
oriented towards protecting human dignity.
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