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    ABSTRACT

    This study examines how the subjective element of mens rea is regulated and proven in the Indonesian offence of disseminating false and misleading information in electronic transactions. Using normative legal research with statutory, case, historical, comparative, and conceptual approaches, it analyses Tangerang District Court Decision Number 1240/Pid.Sus/2022/PN Tng concerning Indra Kenz, compared with Bale Bandung District Court Decision Number 576/Pid.Sus/2022/PN Blb. The study finds that Indonesian regulation is dispersed and procedural, lacking technical standards for inferring intent from digital traces, and that the court constructed intent from consequences rather than from knowledge and volition. The findings recommend technical guidelines aligning electronic evidence authentication with algorithmic accountability.
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INTRODUCTION


Information
and communication technology has fundamentally altered the face of criminality
in Indonesia. Cyberspace, which Susan W. Brenner describes as a new theater of
crime, has become a locus for offences whose ontological features differ from
those of conventional crime (Brenner, 2010). The difference concerns not only
the means and the modus operandi of the perpetrator, but also the
fundamental elements of criminal law construction, above all the proof of mens
rea, the blameworthy state of mind. In conventional offences, intent can be
reconstructed from a chain of physical conduct that witnesses are able to see,
hear, or feel. In cyberspace, by contrast, conduct is performed through a
digital interface mediated by software, networks, and algorithms that neither
investigators nor judges can always apprehend directly.


The
difficulty is compounded by what Orin S. Kerr terms the problem of perspective,
namely that every digital act may be viewed from two different standpoints and
yield two different juridical conclusions (Kerr, 2003). Conduct that appears
from the internal perspective of the actor to be ordinary digital activity may,
from the external perspective of its consequences, be categorised as a serious
offence, and the reverse is equally possible. This places mens rea at
the critical node of the entire construction of criminal liability in
cyberspace.


Indonesian
positive law now possesses what may be called a cyber law regime. It comprises
Law Number 1 of 2024 on the Second Amendment to Law Number 11 of 2008
concerning Electronic Information and Transactions, Law Number 1 of 2023 on the
Criminal Code, Law Number 20 of 2025 on the Criminal Procedure Code, and Law
Number 27 of 2022 on Personal Data Protection. Although the regime formally
supplies a regulatory framework, it leaves a foundational problem in the
practice of proving mens rea. That problem is rooted in the ontological
character of electronic evidence, which is dependent upon extraction,
authentication, and algorithmic interpretation performed by particular forensic
software.


Substantively,
the offence of disseminating false and misleading information causing consumer
loss in electronic transactions was governed, at the time the Indra Kenz case
was adjudicated, by Article 28 paragraph (1) in conjunction with Article 45A
paragraph (1) of the Electronic Information and Transactions Law as amended by
Law Number 19 of 2016. The provision expressly contains the phrase deliberately
and without right as a subjective element that the public prosecutor must
prove. Procedurally, Article 235 paragraph (1) letter f of the 2025 Criminal
Procedure Code introduces electronic evidence as one of eight lawful types of
evidence, and Article 242 extends its scope to electronic information,
electronic documents, and electronic systems connected with an offence. What
these provisions do not supply is a doctrinal or jurisprudential framework
governing the standard by which a state of mind may be inferred from digital
traces that are partly probabilistic and partly generated by proprietary
forensic algorithms.


The
decision that displays this complexity most sharply is Tangerang District Court
Decision Number 1240/Pid.Sus/2022/PN Tng of 14 November 2022 concerning the
defendant Indra Kesuma alias Indra Kenz. The defendant was found guilty of
disseminating false and misleading information causing consumer loss in
electronic transactions and of money laundering under Article 3 of Law Number 8
of 2010, and was sentenced to ten years of imprisonment and a fine of five
billion rupiah. The decision was upheld in its principal sentence by Banten
High Court Decision Number 117/Pid.Sus/2022/PT BTN of 10 January 2023, which
nevertheless corrected the disposition of the confiscated assets, and became
final through Supreme Court Decision Number 2029 K/Pid.Sus/2023 of 21 June
2023. The case is paradigmatic because it required proof of mens rea
across two offences with different evidentiary characters, because it rested
upon a combination of victim testimony, electronic documents, and a financial
analysis report, and because it stands in sharp disparity with Bale Bandung
District Court Decision Number 576/Pid.Sus/2022/PN Blb concerning Doni Muhammad
Taufik alias Doni Salmanan, a substantially identical modus operandi
that produced a different qualification of the predicate offence.


Earlier
scholarship has approached this terrain from adjacent angles. Sihombing et al.
(2025) compared the two decisions but concentrated on disparity in sentencing
rather than on the construction of the subjective element. Mardiansyah (n.d.)
analysed the mechanism of proof in cyber offences generally, with emphasis on
the authenticity of digital information rather than on the state of mind. Karo
Karo and Prasetyo (2025) examined licensed financial technology lending through
the lens of cyber law and criminal law without addressing evidentiary questions
concerning intent. The contribution of the present study lies in placing the
proof of the subjective element at the centre of the analysis, in reading a
concrete and final decision against the newly effective 2025 Criminal Procedure
Code, and in employing the contemporary frameworks of agentic computational law
and algorithmic accountability, which have not previously been applied to
Indonesian cyber evidence. Accordingly, this study seeks to map how the proof
of mens rea in the offence of disseminating false and misleading
information in electronic transactions is regulated in Indonesia, and to
evaluate the ratio decidendi through which the Tangerang District Court
constructed that element in judicial practice.


 


LITERATURE REVIEW


Agentic Computational Law


Agentic
computational law was developed by Mireille Hildebrandt. The central thesis
holds that law as a social institution must be rethought ontologically when it
confronts computational systems, because classical concepts such as mens rea,
agency, and legal subjectivity cannot simply be transposed by analogy into the
algorithmic domain (Hildebrandt, 2015). Computational technology alters the
manner in which human beings intend, act, and become legal subjects, and a
legal order that fails to reconceptualise itself will be displaced by code
driven regulation (Hildebrandt, 2018). Three constructions follow. Legal
protection by design requires that protection be embedded in the technical
architecture of algorithmic systems from the design stage rather than appended
afterwards. The right not to be subjected to a fully automated decision,
adopted in Article 22 of the General Data Protection Regulation and in Article
10 of the Indonesian Personal Data Protection Law, secures a refusal of pure
automation. Agentic computational law then requires that the capacity of the
subject to act be actively protected against systems capable of reducing a
person to an object of data processing (Hildebrandt, 2020).


 


Algorithmic Accountability


Frank
Pasquale argues that algorithms operating as black boxes, whose inputs and
outputs are observable but whose internal processes cannot be traced, pose a
fundamental threat to democratic accountability, and that the threat becomes
acute when such systems are deployed in high stakes domains such as criminal
justice (Pasquale, 2015). The controversy surrounding risk assessment software
in State v. Loomis illustrates the point (Harvard Law Review, 2017).
Three pillars answer the problem. Disclosure requires that the method of
obtaining and processing evidence be opened and explained. Audit requires that
the operation of the tool be independently verifiable by competent experts.
Recourse requires that the affected subject possess an effective means of
contesting the output. Pasquale (2020) later added that artificial intelligence
must complement rather than replace human professional judgment, a proposition
of direct relevance to a judge who must not surrender conviction to machine
output.


 


Mens Rea and Actus Reus


The
maxim actus non facit reum nisi mens sit rea preserves the principle
that criminal liability attaches only where prohibited conduct is accompanied
by a blameworthy state of mind (Hall, 1960). Indonesian doctrine follows the
dualistic school of Moeljatno (2008), which separates the criminal act from
criminal liability, while Roeslan Saleh (2002) defines liability as the
continuation of objective censure attaching to conduct into subjective
conditions for punishment. Mens rea takes two forms, namely intent,
understood in the Memorie van Toelichting as willens en wetens or
willing and knowing, and negligence. Intent is classified as intent as purpose,
intent with awareness of certainty, and intent with awareness of possibility.
Most cyber offences require full intent, as the recurring phrase deliberately
and without right in Articles 27 to 35 of the Electronic Information and
Transactions Law and in Articles 322 to 325 of the 2023 Criminal Code
demonstrates. The distinctive problem is how willing and knowing may be
reconstructed when conduct occurs through an interface mediated by software
rather than through observable physical movement.


 


Theory of Proof in Cyber Offences


Indonesian
criminal procedure has traditionally adhered to the negative statutory system
of proof, negatief wettelijke bewijstheorie, under Article 183 of the
1981 Criminal Procedure Code, which combined an objective requirement of at
least two lawful items of evidence with a subjective requirement of judicial
conviction (Hiariej, 2012). Electronic evidence differs ontologically from
conventional evidence because it is easily altered, easily duplicated, and
dependent for its authenticity upon metadata partly generated automatically by
the system itself. Article 5 of the Electronic Information and Transactions Law
recognises electronic information and its printout as lawful evidence, and
Article 6 imposes the material requirements of authenticity, integrity, and
availability. In proving the subjective element, doctrine distinguishes direct
evidence, which reveals the state of mind explicitly, from circumstantial
evidence, which infers it from a chain of digital facts. The second approach
dominates cyber practice and is precisely the approach most exposed to the
accountability problem identified by Pasquale.


 


Criminal Liability and the Criminal
Sanctioning System


Sudarto
(1990) sets out four cumulative requirements of criminal liability, namely a
criminal act, an actor capable of responsibility, fault in the form of intent
or negligence, and the absence of an excuse. Article 36 paragraph (1) of the
2023 Criminal Code makes the principle of no punishment without fault explicit.
At a higher level of abstraction, Barda Nawawi Arief defines the sanctioning
system as the entire body of statutory rules through which criminal law is
operationalised, comprising the subsystems of criminalisation, liability,
punishment, and procedure (Arief, 2006). An ideal sanctioning system for cyber
offences must therefore achieve complete criminalisation, consistent
attribution of liability, proportionate punishment, and a fair procedure that
guarantees the right of the defendant to contest algorithmically generated
evidence.


 


Framework of Thought


These
theories combine into a single analytical framework. Cyber offences are treated
as possessing an ontological character distinct from conventional offences,
particularly in the dimension of proving the subjective element. That character
demands reconceptualisation of classical criminal law concepts along the lines
proposed by Hildebrandt and Pasquale. At the normative level, the applicable
rules are dispersed across the Criminal Procedure Code as general procedural
law, the Criminal Code as general substantive law, and the Electronic
Information and Transactions Law, the Personal Data Protection Law, and the
Anti Money Laundering Law as lex specialis. At the level of practice,
those rules are operationalised through judicial decisions. The analysis
therefore proceeds deductively by identifying the relevant norms, testing them
against the theoretical framework, concretising the analysis in the Indra Kenz
decision, and evaluating the resulting ratio decidendi.


 


METHODOLOGY


This
study applies normative legal research, defined by Soekanto and Mamudji (2015)
as legal research conducted by examining library materials or secondary data,
and by Marzuki (2014) as a process of finding rules, principles, and doctrines
in order to answer a legal issue. The choice follows from the character of the
issues examined, both of which are normative and doctrinal and therefore
require analysis of positive norms, legal principles, doctrine, and
jurisprudence rather than field observation, interviews, or questionnaires.


Five
approaches are combined. The statutory approach examines the 1945 Constitution,
the Electronic Information and Transactions Law together with its amendments,
the 2023 Criminal Code, the 2025 Criminal Procedure Code, the Personal Data
Protection Law, the Anti Money Laundering Law, and Government Regulation Number
71 of 2019 on the Implementation of Electronic Systems and Transactions. The
case approach examines Tangerang District Court Decision Number
1240/Pid.Sus/2022/PN Tng together with the appellate and cassation decisions
that followed it, and uses Bale Bandung District Court Decision Number
576/Pid.Sus/2022/PN Blb as a comparator. The historical approach examines the
academic manuscripts underlying the Electronic Information and Transactions Law
and the Criminal Code in order to recover their original intent. The
comparative approach places Indonesian rules alongside those of the
Netherlands, the United States, and England, following the functional method of
Zweigert and Kotz (1998), which compares the problems that legal systems seek
to solve rather than the wording of their provisions. The conceptual approach
dissects the concepts of mens rea, actus reus, proof, criminal
liability, and algorithmic accountability.


The
legal materials consist of primary materials in the form of legislation and
court decisions, secondary materials in the form of books, scholarly articles,
and academic manuscripts, and tertiary materials in the form of legal
dictionaries and encyclopaedias. Materials were collected through documentary
study and analysed qualitatively through grammatical, systematic, and
teleological interpretation, followed by evaluation against the theoretical
framework and the formulation of recommendations of an ius constituendum
character. Comparative material is used to enrich the analysis and to identify
best practices, and is expressly not used to propose legal transplantation, in
accordance with the warning of Kahn-Freund (1974) that the transferability of a
rule varies inversely with the degree to which it is embedded in the
institutional structure of its country of origin.


 


RESEARCH RESULT


Taxonomy of the Offence and Qualification of
the Case


A
normative map of the rules on proving mens rea cannot be complete until
the category of offence under examination has been fixed. The earliest and most
influential instrument establishing that taxonomy is the Convention on
Cybercrime, opened for signature in Budapest on 23 November 2001 as European
Treaty Series Number 185 (Council of Europe, 2001). Chapter II Section 1
divides cyber offences into four titles. The first title covers offences
against the confidentiality, integrity, and availability of computer data and
systems. The second title covers computer related forgery and fraud. The third
and fourth titles cover content related offences and infringements of
copyright. The Explanatory Report makes clear that the division rests upon the
role of the computer, which is the target of the attack in the first title and
the instrument of the conduct in the remaining titles.


The
literature ordinarily condenses this into two categories, namely crimes against
the computer, in which the electronic system is the object of attack, and
crimes committed through the computer, in which conventional criminal conduct
is transposed into an electronic medium so that the system functions as a tool
rather than as a victim (Gercke, 2012). Indonesian scholarship absorbs the same
division through the work of Arief (2006), Sitompul (2012), and Suseno (2012).
Measured against Indonesian positive law, Articles 30 to 33 of the Electronic
Information and Transactions Law, now codified in Articles 322 to 325 of the
2023 Criminal Code, correspond to the first title, whereas Article 28 paragraph
(1), which prohibits the dissemination of false and misleading information
causing consumer loss, corresponds to the second title and in particular to
Article 8 of the Convention. The United Nations Convention against Cybercrime,
adopted by General Assembly Resolution 79/243 of 24 December 2024 and opened
for signature in Hanoi in October 2025, preserves the same dichotomy (United
Nations, 2024).


On
that taxonomy the conduct of the defendant must be qualified as a crime
committed through the computer. The facts established in the decision show that
the defendant never attacked, penetrated, altered, or damaged the electronic
system of any party. The defendant produced video content, uploaded it through
a video sharing channel and social media, distributed referral links, and
displayed transaction results depicting large profits obtained in a short time.
Every act was performed by using electronic systems for their ordinary purpose.
What migrated into cyberspace was not the nature of the crime but the means of
conveying a misleading message.


That
qualification carries a decisive methodological consequence. In crimes against
the computer, intent may to a large extent be inferred from the external
conduct itself, because penetrating a protected system inherently requires a
series of technical acts that cannot occur by accident, so that the conduct
simultaneously operates as a marker of the state of mind. The position is
different in crimes committed through the computer. Uploading a video, sharing
a link, and displaying a lifestyle are outwardly neutral acts that are not in
themselves prohibited. The unlawfulness of the conduct depends entirely upon
the mental attitude of the actor towards the truth of the information
disseminated. It follows that in this category the element of deliberateness
must be proven independently through the knowledge of the defendant concerning
the falsity of the information, and that electronic evidence functions not as
the corpus delicti but merely as a record of the traces of human
conduct. Proof therefore requires two qualitatively distinct operations, namely
attribution, which establishes who operated the account and the device, and
knowledge, which establishes what the actor knew at the moment of the conduct.


 


Normative Formulation of the Subjective
Element


Normatively,
the subjective element in Indonesian cyber offences is formulated consistently
through the phrase deliberately and without right. Article 28 paragraph (1) of
the Electronic Information and Transactions Law in the formulation of Law
Number 19 of 2016, which applied to the case by virtue of the principle of tempus
delicti, prohibits any person from deliberately and without right
disseminating false and misleading information causing consumer loss in
electronic transactions, with a maximum penalty of six years of imprisonment
under Article 45A paragraph (1). Law Number 1 of 2024 subsequently reformulated
the conduct as distributing or transmitting electronic information containing a
false notification or misleading information and expressly required material
loss, while retaining both the subjective element and the penalty range.


The
same pattern appears in Articles 322 to 325 of the 2023 Criminal Code. The
particularity of proof becomes sharper in the follow up offence of money laundering.
Article 3 of the Anti Money Laundering Law contains two layers of subjective
elements at once. The first is knowledge, expressed as property known or
reasonably suspected to be the proceeds of crime, which fuses a standard of
intent with a standard approximating negligence. The second is purpose,
expressed as conduct performed with the aim of concealing or disguising the
origin of the property, which constitutes intent as purpose or oogmerk.
The predicate offence grounding Article 3 may be any other offence punishable
by four years of imprisonment or more under Article 2 paragraph (1) letter z, a
residual category that becomes the crucial point in the construction of the
subjective element in the present case.


 


Procedural Shift under the 2025 Criminal Procedure
Code


At
the procedural level a paradigmatic shift occurred when the 2025 Criminal
Procedure Code took effect on 2 January 2026. A finding that demands precision
is that the new Code contains no verbatim equivalent of Article 183 of the 1981
Code. The explicit requirement of at least two items of evidence coupled with
judicial conviction is no longer set out in a single sentencing provision. The
sentencing standard now attaches to Article 244 paragraph (1), which provides
that where the judge is of the opinion that the examination at trial has proven
the charged offence lawfully and convincingly, the defendant shall be subjected
to a punishment or a measure, while the minimum of two items of evidence
survives functionally through Article 1 numbers 31 and 32 and Article 100
paragraph (5). The resulting debate over the continued vitality of the negative
statutory system reinforces rather than weakens the thesis of normative
vagueness, because the loss of an express anchor renders the standard for proving
a subjective element increasingly dependent upon the discretionary construction
of the judge.


The
second change is the expansion of the categories of evidence. Whereas Article
184 of the 1981 Code recognised five categories within a closed system, Article
235 paragraph (1) of the 2025 Code adopts an open system with eight categories,
namely witness testimony, expert testimony, documents, the statement of the
defendant, physical evidence, electronic evidence, judicial observation, and a
residual category covering anything usable for the purposes of proof at trial
provided it was not obtained unlawfully. Article 242 broadens the scope of
electronic evidence accordingly. The third change is the express codification
of the exclusionary rule. Article 235 paragraph (3) requires that the
authentication of every item of evidence be capable of demonstration and that
the item not have been unlawfully obtained, paragraph (4) empowers the judge to
assess authentication and the legality of acquisition, and paragraph (5)
provides that evidence which is not authentic or which was unlawfully obtained
may not be used and carries no probative force. The judge thereby becomes a
gatekeeper, and the question shifts from the content of the evidence alone to
the manner of its acquisition and authentication.


It
should be underlined that the removal of indications as a separate category of
evidence does not eliminate inferential reasoning but relocates it. Inference
formerly packaged as an indication is now absorbed into the assessment of other
items of evidence and into judicial observation. For the proof of a subjective
element in cyber cases this means that the construction of intent will rest
even more heavily upon judicial reasoning across a body of electronic evidence,
a shift that demands a stricter rather than a looser standard of argumentation.


 


Comparison of the Two Affiliator Decisions


The
quality of the construction of the subjective element becomes visible when the
two affiliator decisions are placed side by side, as summarised in Table 1.


 


Table 1. Comparison
of the Construction of the Subjective Element in Two Affiliator Decisions



 
  	
  Aspect

  
  	
  Decision
  Number 1240/Pid.Sus/2022/PN Tng (Indra Kenz)

  
  	
  Decision
  Number 576/Pid.Sus/2022/PN Blb (Doni Salmanan)

  
 

 
  	
  Platform
  promoted

  
  	
  Binomo
  binary option platform

  
  	
  Quotex
  binary option platform

  
 

 
  	
  Offence
  under the Electronic Information and Transactions Law

  
  	
  Proven
  under Article 28 paragraph (1) in conjunction with Article 45A paragraph (1)

  
  	
  Proven
  under Article 28 paragraph (1) in conjunction with Article 45A paragraph (1)

  
 

 
  	
  Money
  laundering under Article 3

  
  	
  Proven,
  affiliator profit treated as proceeds of crime

  
  	
  Not
  proven, qualification held premature owing to the absence of clear regulation
  of binary options

  
 

 
  	
  Construction
  of the subjective element

  
  	
  Intent
  inferred from the chain of conduct and its consequence, namely receipt of
  money

  
  	
  Predicate
  offence rejected, so the layer of knowledge was never reached

  
 

 
  	
  Principal
  sentence

  
  	
  Ten
  years of imprisonment and a fine of five billion rupiah

  
  	
  Four
  years of imprisonment and a fine of one billion rupiah

  
 

 
  	
  Disposition
  of assets

  
  	
  Confiscated
  for the State at first instance, returned to victims on appeal

  
  	
  Returned
  to the defendant

  
 




 


Source: processed by the authors from the two decisions.


 


Ratio Decidendi of the Tangerang District
Court


The
defendant faced layered charges arising from activity as an affiliator of the
Binomo binary option platform, promoted through video content. The charges
encompassed the gambling content offence under Article 27 paragraph (2), the
false information offence under Article 28 paragraph (1), money laundering
under Articles 3, 5, and 10 of the Anti Money Laundering Law, and fraud under
the former Criminal Code. The public prosecutor demanded fifteen years of imprisonment
and a fine of ten billion rupiah. The case originated in reports from one
hundred and forty four victims with an aggregate loss of approximately eighty
three billion rupiah.


The
panel found the defendant guilty of the false information offence and of money
laundering under Article 3, imposed ten years of imprisonment and a fine of
five billion rupiah with a subsidiary term of ten months, and ordered the
assets of the defendant confiscated for the State on the reasoning that the
traders were in substance gamblers operating under the guise of trading. The
gambling content charge and the fraud charge were thereby negated. In its
considerations the panel observed that binary option practice resembles
gambling, yet the absence of clear regulation of such platforms led the panel
to refrain from concluding that the distribution of gambling content had been
proven. As regards fraud, the panel considered that the traders had knowingly
participated with a motive of becoming rich quickly, so that the relationship
was assessed as an interaction between participants rather than as pure
investment fraud.


The
core of the ratio decidendi on the subjective element lies in the
finding that, by disseminating false information, the defendant obtained a sum
of money as a result of Binomo trading involving many persons, and that the
element was thereby proven. A critical reading shows that the panel adopted an
inferential route. Intent was not established through evidence directly
revealing the volition of the defendant but was deduced from a chain of
external conduct comprising the production and dissemination of promotional
content, the recruitment of members through referral links, and the acquisition
of economic benefit.


 


DISCUSSION


Inference from Consequence Rather Than from
Knowledge and Volition


Assessed
against the theory of mens rea and actus reus, that construction
contains an argumentative weakness. The panel derived intent principally from
the consequence, namely the receipt of money and the loss suffered by victims,
rather than from careful proof that the defendant willed and knew the falsity
of the information disseminated. Reasoning from outcome to state of mind risks
blurring the boundary between intent as purpose, intent with awareness of
possibility, and even negligence. Since Article 28 paragraph (1) requires full
intent, the panel ought to have set out expressly what the defendant knew about
the falsity of the information and what the defendant willed with respect to
consumer loss. The deficiency is a direct consequence of the normative vacuum
identified above, because no provision instructs a judge on the standard by
which knowledge may be inferred from digital traces.


 


The Problem of Purpose in the Money
Laundering Construction


Money
laundering always presupposes a predicate offence, which in this case was the
dissemination of false and misleading information causing consumer loss. The
panel held Article 3 proven because the profit obtained as an affiliator was
categorised as the proceeds of another offence punishable by four years of
imprisonment or more, referring to the six year maximum of the offence under
the Electronic Information and Transactions Law, and because that profit was
subsequently converted into various assets. Tested against the wording of
Article 3, the layer of knowledge is relatively satisfied through the
construction of the predicate offence, since property flowing from a proven
offence is logically known to be criminal proceeds. The layer of purpose is
more problematic. The facts show that the defendant openly displayed wealth on
social media, a pattern of behaviour that is prima facie inconsistent
with an aim of concealment. The construction of oogmerk in the decision
was therefore not fully elaborated and rested more on the proof of the
predicate offence than on independent proof of an intention to disguise, which
confirms the character of money laundering as a follow up offence heavily
dependent upon the predicate.


 


Internal Inconsistency and Its Correction on
Appeal


A
careful reading of the ratio decidendi reveals an internal
inconsistency. On one hand the panel convicted the defendant of an offence that
expressly requires consumer loss, a qualification presupposing a relationship
between a business actor and consumers. On the other hand, in considering the
confiscated items, the panel characterised the victims as gamblers operating
under the guise of trading. The two considerations cannot coherently stand
together. If the victims were consumers who suffered loss, then they were not
gamblers, and if they were gamblers who bore part of the blame, then the
qualification of consumer loss becomes unstable.


That
inconsistency was corrected on appeal. The Banten High Court upheld the
principal sentence but altered the disposition of the assets, ordering that
items numbered two hundred and twenty to two hundred and fifty eight be
returned to the victims for proportional distribution, and expressly held that
it was not correct to regard the conduct of the victim witnesses who
participated in Binomo trading as gambling. Read doctrinally, the correction
restores the coherence of the ratio decidendi, because by rejecting the
qualification of the victims as gamblers the appellate court reinstated
consistency with an offence that places the victims in the position of injured
consumers. The predicate offence underlying the money laundering conviction is
thereby more accurately read as the dissemination of false information to
consumers rather than as gambling.


 


Disparity with the Bale Bandung Decision


The
disparity displayed in Table 1 is not merely a difference in sentence but a
difference in the construction of the subjective element with respect to the
predicate offence. In the Tangerang case the panel accepted that affiliator
profit constitutes criminal proceeds, so that the element of knowledge under
Article 3 was satisfied. In the Bale Bandung case the panel rejected the same
premise on the ground that, in the absence of firm regulation of the legal
status of binary option trading, it remained premature to declare affiliator
profit to be criminal proceeds. Two panels confronting a substantially
identical modus operandi reached opposing conclusions on the existence
of a predicate offence and therefore on the layer of knowledge. Viewed through
the theory of the criminal sanctioning system, the disparity indicates
incoherence in the functionalisation of cyber criminal law, since the subsystem
of liability was not applied consistently to conduct occurring in a comparable
digital setting. The disparity likewise confirms the presence of normative
vagueness rooted in the absence of a settled standard determining when profit
derived from a given digital activity may be qualified as criminal proceeds.


 


The Unexamined Architecture of the Platform


One
element of the events was never disclosed and never tested at trial, namely the
programming of the Binomo platform itself. Nowhere in the considerations is
there any account of how the pricing engine operated, from where the price feed
was obtained, how the payout ratio was determined, whether demonstration
accounts and live accounts were treated differently, or whether the output of
the system could be influenced by the operator. What was adjudicated was
exclusively the promotional conduct of an affiliator, while the technical
architecture of the object promoted remained closed. In the framework of
algorithmic accountability this is the purest form of the black box against
which Pasquale (2015) warned, namely a situation in which a decision of grave
consequence is founded upon the output of a system whose internal process was
never opened, never audited, and never contestable. Lessig (2006) had already
observed that in cyberspace software architecture regulates behaviour as
effectively as legal norms, so that leaving that architecture unexamined leaves
the true regulator of conduct beyond legal assessment.


The
opacity bears directly upon the construction of the predicate offence. If it
were established that the engine was designed to ensure user loss over time,
the information disseminated by the defendant would be false in the strict
sense rather than merely exaggerated, and the knowledge of the defendant
concerning that design would open a far more robust route to proving intent. If
the programming is never examined, falsity can be inferred only from the gap
between the promotional promise and the actual results experienced by victims.
That very gap generated the disparity with the Bale Bandung decision, since
neither panel possessed an audited technical basis concerning the operation of
the platform.


Whether
the conduct qualifies as white collar crime deserves separate attention. The
classical definition of Sutherland (1940, 1949) locates white collar crime in
conduct committed by a person of respectability and high social status in the
course of an occupation. Measured against that definition, the position of the
defendant as an affiliator does not fully satisfy the formulation, because the
defendant held no office or occupational position within the corporation
operating the platform, the relationship being one of commission based
marketing rather than of employment. The party that precisely satisfies the
definition is the operator of the platform, provided it were established that
the software was designed to injure users systematically. In the typology of
Clinard and Quinney (1973) that situation constitutes corporate crime rather
than occupational crime, and Reksodiputro (1994) emphasises that its principal
features are widely dispersed loss that is difficult to trace to a single
actor, coupled with abuse of trust and of technical knowledge that victims do
not possess. Those features are fully present in the operator of a binary
option platform.


The
failure to prosecute the operator is not attributable to any gap in the norms of
liability. The 2023 Criminal Code regulates corporate criminal liability
comprehensively in Articles 45 to 50, and the Anti Money Laundering Law places
corporations among its subjects in Article 6. The genuine gap lies at the level
of enforcement and proof, namely the absence of a mechanism for obtaining,
preserving, and auditing the source code and system records of an operator
domiciled outside Indonesian territory. That is a problem of jurisdiction and
international cooperation, and it is precisely the target of the Budapest
Convention and its Hanoi successor.


 


Licensing Status and the Adequacy of Access
Blocking


As
regards legality, the position was already settled before the case came to
trial. The Commodity Futures Trading Regulatory Agency never issued any licence
for binary option activity, on the ground that binary option practice does not
correspond to the definition of an option in Article 1 number 8 of Law Number
32 of 1997 as amended by Law Number 10 of 2011. An option in the statutory
sense is a contract conferring upon the buyer a right to buy or sell a futures
contract or a specified commodity at a given price, quantity, and period
against payment of a premium, and functions as a risk management instrument.
Binary option practice lacks that character, because the user merely guesses
the direction of price movement over a short interval without acquiring any
contractual right over a commodity. During 2021 the agency together with the
ministry responsible for communication and informatics terminated access to one
thousand two hundred and twenty two domains, among them ninety two binary
option domains including Binomo. Administratively, therefore, the platform
stood as an unlicensed activity and simultaneously as an unregistered
electronic system operator contrary to Article 6 of Government Regulation
Number 71 of 2019, which requires registration before an electronic system is
used by users.


Given
that completeness of norms, it is inaccurate to speak of an administrative
legal vacuum. What occurred was negligence in the exercise of supervision,
manifested in three ways. The registration obligation was not effectively
enforced, so that unregistered platforms remained widely accessible and openly
promoted over a long period. Government action was reactive and content
oriented, taken only after public loss had reached a substantial figure, and
directed at content and domains rather than at the operator of the system.
Finally, no binding institutional coordination existed between the financial
licensing authority and the electronic system authority, so that an unlicensed
status already known to the former did not automatically ground refusal or
suspension of service by the latter.


Whether
access blocking suffices as a remedy must be answered in the negative.
Termination of access is a measure at the level of content applied to a problem
located at the level of the system, and is therefore structurally
disproportionate. Four weaknesses may be identified. Blocking does not compel
the operator to disclose source code, transaction records, or algorithmic
parameters, and therefore yields no evidence whatsoever. Blocking is easily
circumvented through mirror domains, replacement applications, and alternative
routes of access, so that the same activity reappears under a different name.
Blocking does not restore the loss suffered by victims, although the
restoration of balance is among the purposes of punishment affirmed in Article
51 of the 2023 Criminal Code. Most importantly for the present study, blocking
carried out without prior preservation of data destroys the very object that
ought to have served as the source for proving the state of mind. When a
platform is disconnected before its system records are forensically secured,
the capacity of the prosecutor to prove that the affiliator knew of the
misleading character of the platform disappears with it. Access blocking
undertaken first and standing alone therefore actively worsens the proof of the
subjective element.


 


Comparative Best Practices


Three
systems illuminate the Indonesian position. In the Netherlands one point
requires correction at the outset. The General Data Protection Regulation does
not apply directly to the processing of data for the purposes of criminal law
enforcement, because Article 2 paragraph (2) letter d expressly excludes
processing by competent authorities for the prevention, investigation,
detection, and prosecution of offences. That field is governed by Directive
2016/680, implemented in the Netherlands through the police data and judicial
data statutes. A common error in Indonesian scholarship is to treat the
Regulation as a direct source of criminal evidentiary rules. The Regulation
nevertheless remains relevant indirectly and at a point of great importance for
the present case, namely where data are obtained from private parties such as
social media platforms, financial service providers, and telecommunications
operators, since the lawfulness of upstream processing conditions the
lawfulness of downstream use at trial. That is precisely the configuration in
the Indra Kenz case.


Dutch
procedure recognises a statutorily limited catalogue of evidence combined with
free judicial assessment of probative value, and digital data enter through
existing categories rather than as an independent category. Custers and Stevens
(2021) found that the Dutch framework does not obstruct the collection of data
as evidence but leaves unresolved questions of interpretation, reliability, and
the scope of the right of the defence to test such data, a finding that runs
parallel to the problem identified here. The greatest value of the Dutch system
lies in Article 359a of the Code of Criminal Procedure, which attaches
graduated consequences to procedural defects in the preliminary investigation,
namely reduction of sentence, exclusion of evidence, and inadmissibility of the
prosecution. The Hoge Raad has developed a settled framework through a line of
decisions culminating on 1 December 2020, the most significant consideration
being that quite apart from procedural defect there exists an independent
ground for excluding evidence where an irregularity affects the reliability and
accuracy of the investigative result. Dutch law thereby separates two distinct
questions, namely whether evidence was lawfully obtained and whether it is
reliable. Article 235 paragraph (5) of the 2025 Indonesian Code, by contrast,
prescribes a single binary consequence and places authentication and lawfulness
of acquisition in one breath, leaving the judge without a proportionate range
of responses where a defect is minor yet real.


In
the United States the regulation of electronic evidence is layered, and each
layer answers a different question. Authentication comes first. Rule 901(a) of
the Federal Rules of Evidence requires only evidence sufficient to support a
finding that the item is what its proponent claims, a deliberately low and
preliminary threshold under Rule 104(b), while Rule 901(b)(9) expressly
recognises authentication by describing the process or system that produced the
result together with evidence that it produces an accurate result.
Simplification comes second. Since 1 December 2017, Rules 902(13) and 902(14)
permit electronic records and copies of data from storage media to be self
authenticating through a certification by a qualified person, commonly by means
of a hash value, a string generated from file content that changes if the
content changes, so that the integrity of a copy can be verified
mathematically. That convenience does not extinguish the right to contest, because
the proponent must comply with the notice requirement so that the opposing
party has a fair opportunity to challenge the certification before trial.
Reliability of method comes third and is regulated separately from
authentication. Rule 702, as interpreted in Daubert v. Merrell Dow
Pharmaceuticals and as amended with effect from 1 December 2023, casts the
judge as a gatekeeper obliged to assess whether the method is reliable and
whether it was reliably applied to the facts. Lorraine v. Markel American Insurance
Co. supplied the standard roadmap through relevance, authentication,
hearsay, the best evidence rule, and unfair prejudice.


Substantively,
American law requires proof of a state of mind as an independent element, with
four levels formulated in Section 2.02 of the Model Penal Code. The doctrine
most pertinent to an affiliator case is willful blindness, which the Supreme
Court in Global-Tech Appliances, Inc. v. SEB S.A. formulated through two
requirements, namely that the defendant subjectively believed there was a high
probability that a fact existed and that the defendant took deliberate steps to
avoid learning that fact. The doctrine possesses high analytical value for the
present case, because it addresses precisely the position of an affiliator who
deliberately refrains from examining the legality and operation of the platform
being promoted, without compelling the prosecutor to prove perfect knowledge.


English
law is most instructive through error. Section 69 of the Police and Criminal
Evidence Act 1984 originally required a party adducing computer evidence to
prove first that the computer was operating properly, as confirmed in R v.
Shephard. On the recommendation of the Law Commission the provision was
repealed by section 60 of the Youth Justice and Criminal Evidence Act 1999 and
replaced by the common law presumption that a computer functions correctly,
rebuttable by the party contesting it. The consequence of that reversal of
burden proved catastrophic. Hundreds of subpostmasters were convicted on the
basis of output from the Horizon system that was later shown to contain
software defects, as established in Bates and Others v. Post Office Ltd,
and defendants seeking to rebut had first to prove system error using data
controlled entirely by the opposing party. Following those findings the
Ministry of Justice launched a call for evidence in January 2025 on the use of
software generated evidence in criminal proceedings, including on whether the
presumption should be altered. England nonetheless retains section 129 of the
Criminal Justice Act 2003, under which a statement not made by a person, but
whose accuracy depends upon information supplied by a person, is inadmissible
unless the accuracy of that information is proved.


Four
best practices emerge. The first is a firm separation between the question of
lawful acquisition and the question of methodological reliability, visible in
the Dutch jurisprudence of 2020 and in the distinction between Rule 901 and
Rule 702. The second is authentication by certification of a qualified person,
coupled with digital identification and a notice obligation, so that the
technical burden shifts to the party best able to bear it without sacrificing
the right of the defendant to rebut. The third is a graduated and proportionate
consequence for evidentiary defect, so that the judge is not trapped between an
excessively harsh and an excessively lenient response. The fourth and most
important is the rejection of any presumption that machines are reliable.


The
fourth practice is the most urgent warning for Indonesia. Article 235
paragraphs (3) and (4) of the 2025 Code already require demonstrable
authentication and empower the judge to assess it, and the norm is sound. The
risk lies in practice, namely if administrative satisfaction of the
authentication requirement, for instance through a forensic expert report or a
handover record, were treated as itself proving that the system generating the
data operated correctly. Should that occur, Indonesia would repeat the English
error, with the difference that the error would arise from procedural habit
rather than from statutory text. Hildebrandt (2020) stresses that protection of
the standing of a defendant as a legal subject within a technologically
mediated system becomes meaningful only where the defendant possesses a real
means of contesting system output rather than a formal right to object.
Authentication under Article 235 paragraph (3) should therefore be read
together with the material requirements of authenticity, integrity, and
availability under Articles 5 and 6 of the Electronic Information and
Transactions Law, and understood as an obligation to explain how the system
works rather than as an administrative formality that closes debate once
satisfied.


 


Legal Vacuum and Legal Vagueness


Tested
against agentic computational law, the Indonesian rules leave the agency of the
defendant exposed. Hildebrandt (2015) warns that classical concepts including mens
rea and legal subjectivity cannot be applied by analogy to the algorithmic
domain without reconceptualisation. Where the intent of a defendant is
reconstructed from the output of automated systems, the critical question is
whether the defendant was afforded a real opportunity to contest that
construction or was instead reduced to an object of data processing. Article
235 paragraphs (3) to (5) of the 2025 Code normatively supplies the means of
contestation, but its effectiveness depends upon the transparency of the
technical process that produced the evidence.


The
three pillars of algorithmic accountability then function as operational
measures. Disclosure requires that the method of obtaining and processing
electronic evidence be capable of being opened and explained. Audit requires
that the operation of the device or the analysis be independently verifiable by
a competent expert. Recourse requires that the defendant possess an effective
means of challenging the output. Indonesian regulation supplies the formal
framework but contains no technical standard elaborating how those pillars
apply to a subjective element. That is the legal vacuum, namely the absence of
technical rules on the standard for proving a state of mind in conduct mediated
by digital infrastructure. Throughout the decision under study there is no
adequate account of how the output of financial and device forensic analysis
was authenticated and opened for testing by the defendant. Within the framework
of the 2025 Code that weakness now has a corrective normative basis in the
exclusionary rule of Article 235 paragraph (5), which requires future judges to
treat the openness and testability of electronic evidence as a precondition
rather than as an accessory.


Assessed
against the theory of punishment, the sentence of ten years and a fine of five
billion rupiah may be read as an expression of the purposes affirmed in
Articles 51 and 52 of the 2023 Criminal Code, namely prevention, protection of
society, and restoration of balance, given the breadth of the impact upon one
hundred and forty four victims, and its proportionality appears adequate. The
incoherence in the disposition of the confiscated assets, remedied only on
appeal, nevertheless shows that the subsystem of punishment, and specifically
the channel for restoring victim loss, was not fully coherent at first instance.


 


CONCLUSIONS AND RECOMMENDATIONS


The
regulation of proof of mens rea in the Indonesian offence of
disseminating false and misleading information in electronic transactions is
dispersed, formal, and procedural in character. It is complete at the level of
recognising electronic evidence and affirming the principle of no punishment
without fault, yet vague at the level of the standard by which a state of mind
may be inferred from digital evidence. The phrase deliberately and without
right is rooted philosophically in the requirement of conscious
blameworthiness, so that a person should not be punished technically merely
because a digital trace was recorded, but because a censurable state of mind
existed. No comprehensive framework presently governs how that state of mind is
to be proven when the conduct is mediated by an electronic system.


The
ratio decidendi of Tangerang District Court Decision Number
1240/Pid.Sus/2022/PN Tng constructed intent inferentially from the chain of
conduct and its consequence, and constructed the subjective element of money
laundering through the proof of the predicate offence. The construction
produced a conviction but contained an internal inconsistency between the
qualification of the victims as consumers and their characterisation as
gamblers, a contradiction whose coherence was restored only at the appellate
level. The disparity with the Bale Bandung decision confirms that judicial
practice remains inconsistent in determining when profit from digital activity
may be qualified as criminal proceeds.


Four
recommendations follow. The Supreme Court should issue technical guidance distinguishing
the question of lawful acquisition from the question of methodological
reliability of electronic evidence, and requiring reasoning that separates
attribution from knowledge in offences committed through the computer. The
government should enforce the registration obligation for electronic system
operators in advance by making financial licensing a precondition of
registration for platforms offering products of a financial character, so that
filtering operates at the licensing stage rather than at the content stage. A
ministerial regulation under Article 97 paragraph (4) of Government Regulation
Number 71 of 2019 should require the preservation and surrender of system
records to law enforcement before access is terminated, so that blocking becomes
a closing measure taken after evidence is secured rather than an opening
measure that destroys it. Finally, operators of electronic systems with
financial characteristics should be required to lodge technical documentation
of pricing and outcome determination mechanisms, giving the pillars of
disclosure and audit a concrete instrument of implementation, and prosecution
of corporate operators under Articles 45 to 50 of the 2023 Criminal Code should
be pursued alongside asset recovery for victims.


 


ADVANCED RESEARCH


This
study is confined to normative legal research and therefore does not test how
judges, prosecutors, and digital forensic experts actually reason about the
subjective element in daily practice. Its case material is limited to two first
instance decisions concerning binary option affiliators together with the
appellate and cassation decisions in one of them, so that the findings cannot
be generalised to every category of cyber offence. The comparative section is
likewise restricted to three jurisdictions and to the specific question of
electronic evidence. Further research could usefully adopt an empirical design
based on interviews with judges and forensic examiners, extend the sample to
decisions rendered after the 2025 Criminal Procedure Code took effect in order
to observe how the exclusionary rule is operationalised in practice, and
examine the proof of a state of mind where the conduct itself is executed by
autonomous systems rather than by a human operator.
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