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INTRODUCTION

The digital Era has a fairly rapid development, in the era of Industry 4.0,
the defense industry donated by manufacturing companies is driven by the
presence of information and Communication Technology. The Internet of Things
(IoT) has become one of the key factors in the transformation of the global
industry. This phenomenon has penetrated into various sectors, opening the
door to unlimited innovation in improving efficiency, productivity, and
convenience (Fraga-Lamas et al., 2016). The ability to connect devices, collect data
and enable interaction between them has had a significant impact on many
sectors. However, with the advancement of technology is also able to bring new
challenges, especially in the field of security and Privacy. IoT users themselves
have been effectively utilized in various industrial sectors for remote monitoring,
surveillance, and decision making, except for the defense sector (Sirait et al.,
2023).

A more reliable defense capability will make a country have a global
power that will not be underestimated by the countries in the world. The defense
industry must have a focus on increasing national needs and also maintaining
system security in the defense industry itself. In today's digital era, of course, we
are no strangers to data theft, so file security is becoming increasingly important
to avoid world crime. The Internet of Things is able to be applied because it is
related to technology and programs developed from before (Wasserbauer, 2023).
To get the needs in achieving cyber security will be easier if done globally and
through collaboration with other countries.

The importance of building international cooperation in the use of IoT for
better global security certainly cannot be underestimated, when there are many
threat factors, especially in cyber attacks that are increasingly complex, diverse,
and spread globally, it will be very important of course to have cross-border
collaboration. This cross-border collaboration will be key to mitigating risks and
protecting sensitive data infrastructures. Therefore, the company has an
important role as a stakeholder to try to maintain the security of important
company data. With knowledge, experience and resources, countries and
companies can support each other in building a solid foundation for greater
global security.

In this context, the study aims to investigate the role of international
cooperation in harnessing the potential of IoT to enhance global security,
particularly in the context of enterprises. Through a comprehensive approach,
this paper is expected to identify strategies and best practices that can be applied
to face complex security challenges in the IoT environment.

LITERATURE REVIEW
Introduce of Internet of Things (IoT)

The Internet of Things was introduced by Kevin Ashton in 1999. Kevin is a
British technology pioneer, he introduced IoT for the first time when he worked
at the Massachusetts Institute of Technology (MIT) Auto-ID Center. But only then
there is) is a concept that refers to the connectivity between various physical
devices through the internet. The basic concept of IoT involves devices equipped
with sensors, software, and an internet connection, allowing them to collect data,
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share information, and even perform certain actions based on the data they
acquire.

The Internet of Things (IoT) is a concept in which physical objects are
connected to the internet and can communicate with each other without human
intervention. This concept has transformed the information technology
landscape and provides new opportunities to improve efficiency and
productivity in various sectors, including in the context of the company. In the
enterprise context, IoT implementation has brought about a major
transformation in supply chain management, asset monitoring, and real-time
data analytics. Enterprises can leverage sensors and connected devices to collect
relevant data from the physical environment, providing deeper insights for more
strategic decision-making. However, each of its benefits carries significant
security risks. For example, an increase in the number of connected devices
increases the vulnerability of potential attacks to cybercrime, making IoT security
less secure (Atzori et al., 2010). The impact of the power of IoT has a considerable
influence on several aspects. The Internet of Things currently has appeal and
attention for all its users with a view to a better global infrastructure.
Connectivity that can be generated anywhere, anytime, and by anyone.

The following are key elements in the IoT ecosystem according to (Sokolovi &
Markovi¢, 2023):

1. IoT devices: these are physical objects such as sensors, cameras, measuring
devices, or other smart devices that are connected to the internet and
equipped with the ability to send and receive data.

2. Network: a network is an infrastructure that allows IoT devices to connect
with each other and with servers or other systems. These can be wired
networks, wireless networks (such as Wi-Fi, Bluetooth, or cellular
networks), or even satellite networks.

3. Data processing: The Data collected by IoT devices must be processed to
obtain useful information. This can be done on the device itself (edge
computing) or on a server or cloud.

4. Management: this involves managing and regulating IoT devices, as well
as the security and privacy of the data collected by them.

5. Application: an application or solution that uses data collected by an IoT
device to deliver a specific service or solution. Examples include
environmental monitoring systems, smart homes, autonomous vehicles,
and more.

In this modern era, the Internet of Things (IoT) has become very relevant
in all fields including the defense sector. The use of IoT is making great progress
towards monitoring and maintaining military assets. This helps improve
operational efficiency, such as extending the life of military equipment, reducing
costs and risks due to failures in the field. In terms of logistics and inventory
management in the defense sector, it can help track and manage supplies
efficiently, thereby reducing shortages in military operations. Overall, the
relationship between the internet of Things and the defense sector has opened
the door to a new era in national defense capabilities. By effectively harnessing
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the potential of IoT while addressing the Associated security challenges, the
military can take a major step towards progress and excellence in national
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Figure 1. The Main Application Areas of IoT Technology in Defense and Public
Safety Sectors (Sokolovi & Markovic, 2023)

Security Challenges in The Use of IoT in the Company

Although the potential benefits of implementing IoT are quite good, it is
also important for companies to face a number of resulting security challenges.
In the midst of a changing digital paradigm, where devices are constantly
connected, the need to maintain information and operational security is more
important than ever. Security challenges in the use of the Internet of Things (IoT)
in the company is a crucial issue that needs to be understood in depth. One of the
most common challenges today is data security. Data generated by IoT devices is
often very sensitive and confidential, making it vulnerable to theft or
manipulation by parties who do not have an interest in the data. In addition, the
long life span of IoT devices often makes them vulnerable to data security attacks
that can occur from time to time. Another challenge is the vulnerability of IoT
devices to cyber attacks, especially because many devices do not have adequate
security systems. This can lead to significant risks for the company, including
loss of important data, operational disruptions, and financial losses (Al-Fugaha
et al., 2015)

Implementation of Global Policies and Standards
Global policies and standards are quite important given the need for
collaborative utilization of IoT in the company. The implementation of global
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policies and standards in the context of the Internet of Things (IoT) is essential to
strengthen security and interoperability on an international scale . Cohesive
global policies can help address cross-border security challenges (Mahmoud et
al., 2016). With a clear framework in place, countries can easily collaborate and
develop common guidelines related to data privacy and the use of the Internet of
Things. This policy should cover all aspects such as data privacy, encryption,
authentication, and emergency measures in the face of cyber attacks. Clear and
universally accepted security standards help companies to have clear guidance
in implementing effective security practices and complying with applicable
regulations. With clear policies and backups in place, companies will be able to
prioritize security in the development and implementation of their IoT
deployments, thereby reducing the risk of attacks and data breaches (Zanella et
al., 2014).

Collaboration Between Government and Private Sector

Close cooperation between the government and the private sector is also an
important component in efforts to improve IoT security. These partnerships can
include the exchange of resources, investment in security research and
development, and the establishment of relevant regulatory bodies. Governments
have a role to play in formulating policies and regulations that support IoT
security, provide the infrastructure needed to manage security risks, and
incentivise companies to improve loT security in their operations, while
providing direct insight into the challenges and needs faced in securing their IoT
infrastructure and providing knowledge and resources to help develop more
innovative and efficient security solutions. Collaboration between the
government and the private sector can create a more secure environment for the
utilization and use of IoT in enterprises, and is expected to reduce the risk of
cyber attacks and protect sensitive data (Sirait et al., 2023).

METHODOLOGY

This research was conducted using qualitative methods with a literature
review approach. The results and analysis are carried out by absorbing various
literature such as books, journals, articles, news, online documents, internet
related to the research topic which are then extracted, filtered with the aim of
evaluating the information based on predetermined criteria.

RESEARCH RESULT AND DISCUSSION
The role of International Cooperation in improving the security of the Internet
of Things (IoT)

The role of international cooperation in improving IoT security is very
complex, it includes several important aspects. First, international cooperation
can facilitate the exchange of information about security threats and best
practices between countries. With a broad range of knowledge and experience,
countries can learn from each other and develop more effective strategies in
addressing IoT security risks. In addition, international cooperation can also help
in the development of global security standards for IoT devices and networks.
With the existence of diverse standards, companies can ensure that IoT products
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used meet certain security requirements, regardless of the country of origin of
the manufacturer. This can increase trust and reduce vulnerability to attacks.

International cooperation in the context of IoT security is key to creating a
secure and trustworthy environment for companies moving globally. Through
cross-country cooperation will be able to facilitate the exchange of best practices
in securing IoT infrastructure or "Sharing Best Practices". Sharing Best Practices
refers to collaborative practices in which entities or organizations share
experiences, knowledge, and best practices in a particular field. In the context of
Internet of Things (IoT) security for enterprises, sharing best practices enables
companies, governments, and other institutions to learn from each other about
effective strategies, techniques, and tactics in addressing security risks associated
with IoT. This is especially important because IoT security threats will continue
to evolve over time, and with a wide range of knowledge and experience, entities
can identify more innovative and efficient solutions. Sharing Best Practices also
allows entities to avoid mistakes made by others and adopt the best approach to
managing IoT security (Khan et al., 2022).

In order to strengthen security in the implementation of the Internet of
Things, standardization is necessary, which refers to the process of developing
and implementing standards that are consistent and uniform. In the context of
IoT, standardization is very important because it can help ensure that IoT service
products meet certain security requirements set by standards agencies. With
clear and standardized standards, companies can ensure that the IoT products
used meet the expected level of security. In addition, standardization also
supports interoperability between IoT devices from different manufacturers,
enabling smoother integrity between devices and systems, which is ultimately
expected to strengthen overall security. Standardization is therefore key in
creating a secure, reliable and trustworthy IoT environment.

CONCLUSIONS AND RECOMMENDATIONS

From the discussion that has been delivered, it can be concluded that the
role of international cooperation in improving the international security of
Things (IoT) for companies is very important. This cooperation involves several
key aspects, including the exchange of information on security threats and best
practices between countries, as well as the development of global security
standards for IoT devices and networks. First of all, the exchange of information
and best practices allows countries to learn from each other and develop more
effective strategies in addressing loT security risks. In addition, standardization
plays an important role in ensuring that IoT products and services meet certain
security requirements set by standards agencies, as well as facilitating
interoperability between IoT devices from different manufacturers. With
international cooperation and strong standardization, companies can prioritize
security in IoT implementation by reducing the risk of data breaches and
breaches, and creating a more secure and trustworthy environment for IoT
utilization in a global context.
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In writing this article the researcher realizes that there are still many
shortcomings in terms of language, writing, and form of presentation
considering the limited knowledge and abilities of the researchers themselves.
Therefore, for the perfection of the article, the researcher expects constructive
criticism and suggestions from various parties.
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